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P
Definition and Origins of the Word Cyber Crime and
' Information Security.

Que 1.1, 1 What is the de

attacks pmvalent in cyber crime-.

finition of cyber cerime ? Discuss types .
0

Answer I
Definition : Cyber crime specific
ways; a few definitions are : : _
1. Cyber crime refers to criminal activities that are carried out using
tworks, and digital technology.
e a special knowl dge of computer technology jg
t E}.E:-.ér‘ime), investigation o

ally can be defined in a number (¢

computers, ne

2. Any illegal act wher
essential for its perpetration (to ¢

prosecution.
3. Any traditional crime that ha ed a new dimension or order of
magnitude through the aic f puter, and abuses that have come

into being because of computers
4. Any financial disho;_}_ég :

5. Any threatstothe computer itse
damage and demands for money.
illegal behavior, directed

s of electronic

6.
operatio: s the security of comp; ns and the data
processed by them. :
Types of attacks prevalent in cyber crime : Two types of attacks
1. Techno-crime: Techno-crime, also kn s technology-enabled crime,
refers to criminal activities t. facilitated or significantly enhanced

by the use of technology or digital devices. These crimes can encompass
awide range of illegal actions, and they often exploit the capabilities and
vulnerabilities of technology to commit offenses.

9. Techno-vandalism : Techno-vandalism is a specific subset of techno-
crime that involves malicious acts aimed at damaging or defacing digital
property or online resources. It often involves unauthorize
modifications, deletions, or disruptions of digital content or services.

. | Explain the origins of the word “cybercrime”.

Answer |
1 E‘he term “cybercrime” has its origins in the combination of two0 words
cyber” and “crime”,

—4-4




1-3 W(CC-Sem-3 & 4)

Cyber Security

2. Cyber: The word “cyber” is derived from the Greek word “kubernetes,”
which means “steersman” or “pilot”, It was later adapted into English to
refer to control, communication, and information systems, particularly

those related to computers and computer networks.

Crime : “Crime” is a well-established term that refers to unlawful
activities or acts that are in violation of laws and regulations. It
encompasses a wide range of illegal behaviors and actions, including
theft, fraud, violence, and more.

-

The term “cybercrime” was coined by combining “cyber” and “crime” to
describe criminal activities that are conducted in the digital realm using
computers, computer networks, and information technology.

o

It became increasingly relevant as technology and the internet gained
prominence in the late 20th century.

Que 1.3. |
Answer '

How do cyber crimes differ from traditional crimes ?

S.No.| Aspect Cybercrimes Traditional Crimes
1. |Nature of | Crimes co_mmiﬁed using (Crimes  committed
crime digital technology and the |through physical means,
internet. % without digital

_ & technology.
2. |Location | Perpetrated in the virtual O;'é't':u_r in physical
| space, often globally. locations, such as streets,
s homes, b__u_sinesses, ete.
3. | Means of | Relies on computers; R‘éiies on physical
execution [ networks, and online |actions, weapons, and
platforms. .| face-to-face interactions.

4. |Evidence | Digital evidence; including | Physical evidence like
logs, data trails, and IP |fingerprints, DNA, and
addresses. surveillance footage.

5. |Reach Can  target  victims |Primarily constrained by
worldwide, regardless of |geography, often local or
geographic location. regional.

Que 1.4. | Explain information security. How does information

security relate to the prevention of cyber crimes ?

Answer I

Information security :
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1.

Information security is the practice of protecting information by
mitigating information rigks,

It encompasses the strategies, policies, procedures, and technologicg
that organizations and individuals use to ensure the confidentiality
integrity, and availability of their sensitive data and information,

Information security aims to safeguard information from unauthorized
access, disclosure, alteration, and destruction.

Information security and prevention of cyber crimes : Here's
how information security relates to the prevention of cyber erimes :

Confidentia]ity : Information security measures, such as encryption
and access controls, help maintain the confidentiality of sensitive data.

Integrity : Information security mechanisms ensure the integrity of
data, which means that data remains accurate and unaltered by
unauthorized individuals. :

Availability : Cybercriminals may launch attacks to disrupt online
services and make them unava_i__l_able_gf?:i':_lnfor'rﬁ-;?.ftibn security measures
help ensure the availability of critical systems and data.
Authentication and authori
user authentication and
authentication and authori

gement : Information security practlcesmciude
1ts and patch maq;ggem_en"p‘_.-:-;.'Ad_dl_feSsing
duces the risk of é’-ja‘*bep__cri’x}}qinals_5_¢=Xp10iting

Que 1.5,

Answer .
Cybercriminals :

Ik

Cybercriminals are individuals or groups who engage in illegal activities

in the digital realm, using technology and the internet to commit various
forms of cybercrime.

They exploit vulnerabilities in computer systems, networks, and online

platforms for financial gain, personal motives, or to disrupt and harm
others.

Types of cybercriminals ¢ Following are different types of
cybereriminals :
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A. Type I: Cybercriminals - Hungry for Recognition :
1. Hobby hackers : These are individuals who engage in ha'c.l.ung
activities as a pastime. They may not necessarily have malicious
intent but can inadvertently cause harm,

2. IT professionals (social engineering) : IT professionals w-ith
expertise in manipulating people through social engineering
techniques can pose a significant threat. They use psychological
tactics to trick individuals.

3. Politically motivated hackers : These individuals or groups have
a specific political agenda and use hacking as a means to advance
their causes.

4. Terrorist organizations : Some terrorist groups use cyber
attacks to further their objectives, including spreading propaganda,
recruiting members, or disrupting critical infrastructure

B. Type Il : Cybercriminals - Not Interested in Recogmtlon

1. Psychological perverts : These md:zwduals engage in cybercrimes
that involve harassment, cyberbullymg, online stalking, or sharing

exph(:lt content without consent

: eto gather mtelh gence, d1smpt rwal nations,
or engage in cyber warfare. _

4. 'Orgamze& c_r_xmmals Organized crumnal groups engage in

various cybercrimes, such as credit card ﬁ'aud ransornware attacks,
and identity theft, for financial gain. -

C Type 111 : Cybercrlmmals -The Insxders- S

1. Disgruntled or former emp}oyees seekmg revenge : These
individuals have insider knowledge of an organization’s systems
and processes, making them potent threats.

2. Competing companies using employees for economic
advantage : In some cases, rival companies may attempt to gain a
competitive edge by recruiting or coercing employees to steal
proprietary information.

[ PAarT-3]
- Classzﬁcatmns of Cyber Crimes.
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Que 1.6. | What are the different categories or types of cyh,
r

crimes 7

OR
What is the impact of cybercrimes on individuals, property, ang

government ?

Answer
Following are the different categories or types of cyber crimes :
A. Cybercrime against individuals (persons) :
1. E-mail spoofing : E-mail spoofing involves sending emails with a
forged se-nder address to deceive recipients into believing the
message is from a legitimate source. N o
wide range of scams

2. Online frauds : Online frauds encomp_sggg__
and deceptive practices conducted on the internet, targeting
%nd1v1duals to trick them into providing money or personal
information. v

S Phishing : Phishing is a fit

of cyb
s to obtain sensitive information,
-edit card details, often through

and often

4., Spamming : Spamnu
. umber of

irrelevant messages
recipients, typically f 5 AR

5. Cybers;alkfﬂg and harassment : Cyber talkmg is the use of
elgc;ronié__gomgiiﬁjﬁcation to harass or stalk individuals online. It

can include threats, intimidation, or un

_ digitéiﬂ!c?hannéls. '

B. Cybercrime against assets __(_I?._I'OPEQY |
1. Credit card frauds : Credit card frauds involve the unauthorized

use of someone’s credltcar nformation to make fraudulent

purchases or withdraw funds.
2. Intellectual property crimes:Th

illegal distribution of intellectual property,

material, patents, and trade secrets.

¢ time theft : Internet time theft refers to unauthorized

et services or resources, such as
else’s

ese crimes involve the theft or
including copyrighted

3. Interne
access or manipulation of intern
stealing internet connection pandwidth or using someone

internet subscription without permission.
C. Cybercrime against organizations (government, business an
social) :
1. Unauthorized accessing of computers : This involves gaininbT
unauthorized access to computer systems or networks, either t0
steal sensitive data, disrupt operations, or engage in cyber espionag®

d

——‘4
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Password sniffing ¢ Password sniffing is the process of
intercepting and recording passwords ns they are transmitted over
a network,

Denial-of-Service (DoS8) attacks : In DoS atlacks, perpetrators
overwhelm a target system or network with an excessive volume
of traffic, rendering it unavailable to users.

Virus attacks : Virus attacks involve malicious software (viruses)
that can infect computers and compromise their functionality.

D. Cybercrime against society :

1.

Forgery : In the digital realm, forgery involves creating fake

documents, digital signatures, or certificates to deceive others for
fraudulent purposes.

Cyberterrorism : Cyberterrorism involves using cyber attacks to

disrupt critical infrastructure, create fear or advance political or
1deological goals.

Web jacking : Web jacking involves unauthoered access to websites

to change their content or dasplay messages for malicious or political
purposes. :

. cqe
ﬁnancw] information.

Privacy invasion : CyB T often involve the unauthorized
access or theft of personal information, leading to a breach of
privacy. This can result in emotional distress and psychological
harm.

Identity theft : Victims of cybercrimes like identity theft may
experience long-term consequences, including damage to their credit
scores and difficulties in reclaiming their identities.

Emotional distress : Being a victim of cyber bullying, online
harassment, or cyber stalking can cause significant emotional
distress and mental health issues.
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Introduction ¢ Cyh
— e
_“H“‘H-._:]'f‘q,.

1-8W (CC'Siji&,if- —ne -

_—-"_'_._’._'_
cks can lead to data bre,
. ‘cl(fheq )

. property’
B , Dntﬂ bre ches : (1};]_)9" ?t"l‘qlﬂu re quonﬂ“ ive | i
" can result in the theft or expr ) of BENBILIVE DUiSinesg op n; Vhiey
informat ion. ™
2 Ransomware , Ransomware ﬂl‘l'ﬂc!w S In-Ck ndivig
¢ of their oW gystems 01 files until a rang, Ualy
rmanent loss Uf'criticﬂllnz . FJ;n\rT
aty

pusinesses o n ¢ :
Failure to pay can result 10 the pe
3. pisruption of services Cyber alttacks on critical infrag,,
such as power 4ds or transportation systems, can disrupt eq'q"rn
v ! ' ic i S8en
services, leadin and public inconvenigy, Mty
Nee

ecurity threats Cybercrimes pose a significant {
rity. State-sponsored cyber attacks, espion, hrey
nt agencies, military insti tutiOnE& or

P : 1, and

C. Government :
L. National s

to national seclt
sabotage can targe

critical infrastructure. &

pact: Governments can ineur substantial econgy
public institutions, as well as then?m

\ ' Ost

losses due to cyber attacks on
d reco_veﬁng__.from: cyber incidents.

of responcﬁﬂg to a
3. Data breaches : Gover nment agencies often store vast amo,
of sensitive citizen data. D ata breaches ¢ Sl osur:ti
roding yublic trust and potentially resuitn:g

personal informat ion, ert p

in legal action. =
4. InteHectual__Ptopérg;y.'fiieft:
property from government res
_innovation and economic competitiveness

t governme

2 Economic im

Cybercriminals can steal intellectua
earch institutions, undermining

lobal perspective on cyber crimes

Que 1.8. I Write a short note o

Answer
1 i i
5 %i asz'er national level, cybercrime is defined broadly
. e i ? ’ -
“cybergﬁgnfs Europe’s (CoE’s) Cyber Crime Treaty employs the te"
activition, S A rehensive label encompassing a range Of crimit®
2 ing offenses against computer data and system®

computer- i
puter-related crimes, content offenses, and copyright violations:
ps with gener®

3. Thise ¢ )
c-ategoﬁﬁ?ﬁggfsmtm of cybercrime partially overla
o t;; that do not necessarily rely on Informatio?

n Technology (ICT), such as white-collar and econom™

crimes,

|
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Significant efforts are required to enhance confidence and security in
the use of ICTs and advance the international cooperation agenda.

This is because, in the 21st century, there is an increasing reliance on
ICTs that span across the globe.

The rapid expansion of ICTs and their dependencies altered the
perception of cybersecurity threats.

The connection between cybersecurity and safeguarding critical
infrastructure has emerged as a major concern, with numerous countries
assessing threats, vulnerabilities, and exploring methods to address them.

Within this context, several notable developments have occurred :

1. On August 4, 2006, the US Senate ratified the CoE Convention on
Cyber Crime, which targets hackers, individuals digseminating
destructive computer viruses, those exploiting children or
distributing racist material via the Internet, and terrorists attempting
to attack infrastructure facilities or financial institutions.

. On August 18, 2006, a news article titled “ISP’s Cautious About
‘Stringent Obligations’ for Web Site Blocking” was published.
European Union (EU) officials aimed to block suspicious websites
as part of a 6-point plan to enhance joint antiterrorism efforts
particularly those inciting terrorist actions.

iii. The CoE Cyber Crime Convention, spanning from 1997 to 2001,
represented the inaugural international treaty addressing Internet-
related crimes by harmonizing national laws, enhaneing
investigative techniques, and fostering cooperation amongnations.
To date, over 40 countries have ratified the Convention.

g Discuss the survwal mantra for the netizens for online

The 5P netizen mantra is the survival mantra for online security.

The 5P netizen mantra for online security provides a comprehensive
approach to staying safe in the digital world.

Each “P” in this mantra represents a key aspect of online security :
Precaution :
1. Precaution is the first and fundamental step in online security.

9. Itinvolves being cautious and aware of potential risks and threats
when using the internet.
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Introduction to Cyber Crin,

3.

Netizens should exercise caution whf:n sharing persong)
information, clicking on links, or downloading files from unkngyy,

sources.
This means being skeptical of unsolicited emails or messages, angq
verifying the legitimacy of websites before providing sensitiye

information.

B. Prevention:

1.
2.

Prevention goes hand in hand with precaution.

It entails taking proactive measures to reduce the likelihood of
falling victim to online threats.

This may include regularly updating software and antivirus

programs, using strong and unique passwords, and educating oneself
about common online scams and tactics used by eybercriminals.

C. Protection:

1

2.

Protection involves implementing security measures to safeguard
personal data and online accounts. .

This includes using firewalls, encryption, and secure browsing
practices. ' .

Netizens should also be cautious about the information they share
on social media and adjust privacy settings to limit exposure to

potential threats.

D. Preservation: & ' :

35

3.

4.

Preservation emphasizes the importance of preserving digital assets
and records securely.

Netizens should regularly back up their data to prevent loss in case
of cyber attacks or hardware failures.”

This ini:lu_dgs important documents, photos, and other digital
CODtQIlt'._ e ' '

"CIOﬁd"/s:torage and exi?:e_rnal hard drives can be used for data

preservation.

E. Perseverance:

Ik

Perseverance represents the ongoing commitment to maintaining
online security.

It’s crucial to stay vigilant and adapt to evolving cyber threats.
Netizens should keep learning about new security risks and best
practices for protection.

Regularly reviewing and updating security measures is essential to
stay ahead of potential threats.
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PART-6
Cyber Offenses : How Criminals Plan the Attacks.

Que 1,10, | What do you understand by cyber offenses 7 Also explain

the terms hackers, erackers and phreakers,

Answer |

A. Cyber offenses :

1. Cyber offenses, also known as cyber crimes, are criminal activities
committed in the digital realm using computer networks, the
internet, or other forms of technology.

2. These offenses involve various illegal activities that exploit
vulnerabilities in computer systems, compromise data, or harm
individuals or organizations,

3. Cyber offenses are a growing concern due to the incre asing reliance
on digital technology and the internet in modern society.

4. Law enforcement agencies, cybersecurity experts, and legal
authorities work to combat cybercrimes and prosecute offenders to
protect individuals, businesses, and governments from the various
threats posed by cyber offenses.

B. Hackers : Hackers are individuals with advanced computer skills and
knowledge who use their expertise to explore and manipulate computer
systems, software, and networks. !

C. Cr + Crackers are individuals who engage in malicious or illegal
activities, primarily focused on circumventing software protections (e.g.,
cracking software licenses or eneryption) to gain unauthorized access
or manipulate software for personal gain,

D. Phreakers : Phreakers, short for “phone phreaks,” are individuals who
manipulate or explore the telébommupication systems, often with a
focus on gaining free access to phoneé services or exploring the inner
workings of the telephone network.

Qne L.11. | Explain how cybercriminals plan the attacks ?

1 C-ybércﬁmjnals employ a variety of techniques to identify weaknesses
in the security of their target.

2. These methods can include scanning for open ports, searching for

unpatched software or outdated operating systems, and exploiting known
vulnerabilities.
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3. They may also use auuul engine
revealing sensitive inform ation or |
planning cyber crime :

credentials.

4. Following phases are involved in
A.  Reconnaissance (Information gathermg)
1. This initial phase focuses 01 gathering in
2 Criminals seek to

topology, security me

3. Reconnaiss

B

Introduction to Cyber Crime

ering to manipulate individuals ipt,

formation about the target

understand the target’s systems, network
asures, and potential vulnerabilities.

ance activities can include scanning public records,

studying social media profiles, and conducting network analysis,

4 Thus, an attacker attempts to gather information in two phases:
passive and active attacks. Let us understand these two phases -

a. Passive attacks: In passive attacks, crlmmals gather information
without directly interacting with the target’s systems. They aim to
remain unnoticed while collecting data that may be useful in
subsequent attacks. Passive attacks can include activities like

monitoring network traffic or pmﬁlmg potential victims.

b. Active attacks: Active atta
target’s systems. Criminals acti
to gain unauthorized

; 'nvolve direct interaction with the
ly exploit vulnerabilities or attempt
These attacks can range from phishing

attempts and malware deployment to exploiting software

vulnerabilities.
B. Scanning and scrutinizing :

1. Once information xsga&ered, cybercriminals analyze lt to identify

valid data and potential vulnerabilities.

2.~ They may use automated tools to scan for pen parts services, and

known weaknesses in the target’s systen:is

3. The goal is to determine how hesis to explcut the identified

vulnerabilities.

< Launchmg an attack (Gaimng and mamtammg system access) :

19 tllns phase, cybercriminals actively initiate their attacks, often by
exploiting the vulnerabilities identified in the previous phases.

2.
continued exploitation, data theft, or further attacks.

Once they gain access, they work to maintain that access for

PART-7
) - Social Engineering.

—

- m 1112. i 1
Q | Explain the term “social engineering” in context of cyber

security.



Answer |
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L. "Social engineering” refers to a set of manipulative techniques that
cybereriminals use to exploit human psychology and deceive individuals
into divulging confidential information.

2. Social engineers exploit a person’s natural tendency to trust their word
rather than exploiting vulnerabilities in computer security.

3. Itisgenerally agreed that individuals represent the weak link in security,
enabling the feasibility of social engineering.

4,

Typically, a social engineer employs telecommunications or the internet
to convince individuals to violate an organization's seetirity practices or
policies.

5. Social engineering revolves

around establishing inappropriate trust
relationships with insiders to

gain access to sensitive information.

6. The objective of a social engineer is to deceive individuals into disclosing
valuable information or granting access to it.

7. Social engineers study human behavior to leverage people’s willingness
to assist, their inclination to trust others, and their fear of facing
consequences.

8.

The hallmark of highly successful social engineers is their ability to
obtain information without raising any suspicions.

Que 1.13. | Give classification of social engineering,

Answer ! W __
Social engineerlngxs classified as follow : y
A. Human-based social engineering : Human-

ed so uman based social engineering
refers to person-to-person interaction to g

: ¢ et the required/desired
information:Following aie some of ] ways of getting desired
information : i gt D

1. Impersonating an employee or valid user : A social engineer
may pretend to be an employee or a legitimate user of a system,
gaining trust and access to sensitive information.

2. Posing as an important user : The attacker might impersonate
a high-ranking official or supervisor to pressure others into
complying with their requests.

3. Using a third person : A social engineer may enlist the help of a

third person, convincing them to vouch for their credibility or act as
a reference to gain trust.

4. Calling technical support : Pretending to be a user with technical
issues, the attacker contacts technical support to gather information
or gain unauthorized access.
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s Oljgerving someone’s computer screen g,
to obtain sensitive data like login

5. Shoulder surfing : (
keypad from a close distance

credentials.

6. Dumpster diving : Physical
documents, such as company
information.

B. Computer-based social engineering : Compu ter-blased s0cial
engineering refers to an attempt madelto get the rqulred/deslred
information by using computer software/internet. Following are some
of the ways of getting desired information :

1 Fake e-mails : Sending deceptive e-mails that appear to be from 5
trusted source, often urging recipients to click on links or provide
personal information. :

2. E-mail attachments ;: Enclosing malicious attachments in e-mails,
which, when opened, can infect the recipient’s computer with
malware. : . W,

3. Pop-up windows : Generating fake pop-up windows on websites

that mimic legitimate login s‘cfegns or system alerts, tricking users

into entering confidential data.” =

ly searching through discarder_,
trash bins, to find confidentiy)

Whatdo You understand by cyber Stﬂ]kln gl?ﬁlso o

:f@_ébfnmunication tools and
line plat atix r threaten an individual or group
of individuals repeatedly and per tly.

2. Itinvolves unwanted and often obsg_ssiyé"'éttention, monitoring, or pursuit
of a person through electronic means.

3. CyI.Jeir fstalj!cers may employ various online methods to carry out their
activities, including e-mail, social media, instant messaging, or other
forms of online communication.

4. C.yber stalki.ng can have severe consequences, leading to emotional
distress, anxiety, depression, and, in some cases, physical harm.

5. Itis considered a criminal offense in many jurisdictions, and laws have
been enacted to address and punish cyber stalkers.

6. Victims of cyber stalking are encouraged to report incidents to laV

enfor?ement agencies and take steps to protect their online privacy and
security.
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Key characteristics : Key characteristics of cyber stalking include ;

1

2.

6.

Repetitive behavior : Cyber stalkers engage in repeated and often
intrusive actions against their target, causing diatress and fear,

Unwanted contact : They make unsolicited contact with their victims,
such as sending threatening e-mails, messages, or posting harmful
content about them online.

Anonymity : Cyber stalkers may hide their true identity or use fake

profiles to carry out their activities, making it challenging for victims to
identify them.

Monitoring : They may monitor their victims' online activities, personal

information, or location, often with the intent of gathering information
to further harass or threaten them.

Threats and harassment : Cyber stalkers may send explicit threats,

engage in hate speech, or engage in character assassination with the
aim of causing emotional or psychological harm.

Manipulation : They may use psychological manipulation tactics to
control or manipulate their victims, creating a sense of power and control.

Que 1.15. I Mention the types of eyber stalkers.

Answer |

There are primarily two types of c;__{béf stalkers : _
A. Online stalkers : Online stalkers are individuals who engage in

cyberstalking primarily through digital means and within the virtual
realm. They use the internet and various online platforms to harass,
intimidate, or threaten their victims. Following are some key
characteristics and behaviors associated with online stalkers ;

L  Digital communication : Online stalkers use electronic
communication channelsto carry out their activities. This may
include sending threatening emails, text messages, or making
harmful comments on social media platforms,

2. Anonymity : Many online stalkers take advantage of the relative
anonymity provided by the internet. They may use pseudonyms or
fake profiles to conceal their true identities, making it difficult for
victims to identify them.

3. Monitoring : Online stalkers often clo sely monitor their victims'
online activities. They may track social media posts, comments, and
interactions, as well as gather personal information from public
profiles,

4. Harassment : These individuals engage in repetitive and unwanted
contact with their victims. They may post def: amatory content, share
private information, or engage in hate speech directed at their
targets.
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Digital inclusion : Cybercafes have played a erucial role in bridging
the digital divide, allowing individuals, especially those without
personal internet access, to connect online, search for information,
and complete various tasks.

Youth and education : Many students rely on cybercafes for
research, online exams, and educational resources, They have
become essential for students who lack personal computers or
internet connectivity at home.

Business and communication : People use cybercafes for online
job applications, communication, and even running small
businesses, making them vital for economic activities.

Association of cybercafes with cyber crimes in India_ :

L

Terrorist communication : Cybercafes have been linked to
instances of terrorist communication and recruitment, prompting
concerns about national security. F -

Cyberfraud : Cybercrimes such as p"hI's:]l__i_ng:,:.identity theft, and
online financial fraud hav.e'-_o(_;cuj‘rgd_ through cybercafes, often
targeting unsuspecting users, 4

Obscene content : Cx-bércaf hRVe been used to access and
distribute obscene or i legal content, leading to harassment and
distress for victims. © v

Malware dlstrlbutlon '-Séme cybercafes haveunknowmgly
become hubs for malware distribution due to the use of pirated

Software ank lack of proper security measures.

Lack of IT governance : Many cybercafes inIndia lack awareness
about IT security and governance. They often use outdated software,
fail to block inappropriate websites, and may not cooperate with
authorities during cyber crime investigations.

Que 1,17, l What is Indlangovernment fgsponse to combat

cybercrimes uéing cybercafeé ?

Answer ' l 5

18

Indian authorities have taken steps to regulate cybercafes and combat

cybercrimes.

They have issued guidelines for cybercafes, emphasizing the need for

proper record-keeping, user identification, and IT security measures.

The government has established cybercrime cells and cyber forensic

laboratories to investigate and prosecute cybercrimes effectively.

There is an ongoing effort to raise awareness about cybersecurity among

cybercafe owners and the general public to mitigate eyber threats.
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an individual should take whi],

Que 1.18, ' What are the measure
ybercafe T

using the computer in ac

Answer l ‘ _ )
tips for safety and security while using the compyt,,

Following are a few
in a cybercafe :
nsure that you log out of all your accounts g

1. Always logout : E .
applications before leaving the comp

9. Stay with the computer : While using a cybercafe computer, aygiq
leaving it unattended, even for a short time. Others may tamper wit},

your session or gain unauthorized access to your accounts if you're gt

uter.

present.
les : After your session, clear yoy,

3. Clear history and temporary fi :
browsing history, cookies, and temporary files. This helps protect your
privacy by removing traces of your online activities from the computer,

Be alert : Be aware of your surroundings _and the people near you.

5. Avoid online financial transactions : It’s generally advisable to
avoid conducting sensitive financial transactions on public computers.

Public computers may not have adequate security measures, and your

financial information could be at risk.

Change passwords : If you've used a cybercafe computer to access

sensitive accounts, consider changing your passwords afterward.

Use virtual keyboard : If you need to enter sensitive information like

passwords, consider using the virtual keyboard provided by the operating

system. i
8. Security warnings : Pay attention to

browser or operating system.

security warnings from your

®

. PART-1D|
Botnets : The Fuel fwfiCybétcﬁmé;

Que 1.19. | Write a short note on: Botnets.

OR
What are Botnets ? Why are they considered “The Fuel for

Cybercrime” ?

Answer

Botnets :
1. Botnets are networks of compromised computers (bots) that are remot® ly
“hot

controlled by a cybercriminal or a group of cybercriminals known 85
herders” or “botmasters.”

*_—‘
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2. These compromised computers are typically infected with malicious
software or malware, allowing the attacker to gain control over them.

3.  Once under the attacker’s command, these infected computers can be
used for various malicious activities, making botnets a significant threat.

Fuel for Cybercrime : Here’s why botnets are considered “The Fuel
for Cybercrime™

1. Massive computing power : Botnets consist of a large number of
compromised computers, sometimes numbering in the thousands. This
massive computing power can be harnessed by cybercriminals.

2. Anonymity : Bot herders can operate botnets remotely. This anonymity
makes it challenging for law enforcement agencies to track down the

perpetrators.

3. Distributed attacks : Botnets enable cybercriminals to launch
distributed attacks. L,

4. Spreading malware : Botnets can be uaed to propagate and distribute
malware. :

5. Data theft and espionage : Batﬂets can be used to steal sensitive
information. Compromised computers can be used to exfiltrate data, spy
on users, or log keystrokes.

6. Ad fraud : Botnets are us
bots click on online ads

in click fraud schemes, where automated
 generate revenue for cybercriminals.

7. Cryptocurrency mining : ( j;bercriminals can use bot_né’tsto mine
cryptocurrencies by hames_‘_ ng the computational power of the infected
computers " v '

Que '1,20. | 'Wh t measures should an lndwulual take to secure his

system from botnets

Answer l

Following measures should be takan to secure e the system from botnets :

1. Use antivirus and anti- -spyware software and keep it up-to-date.

9 Set the OS to download and install security patches automatically.

3 Use a firewall to protect the system from hacking attacks while it is
connected on the Internet.

4. Disconnect from the Internet when you are away from your computer.

5. Downloading the freeware only from websites that are known and
trustworthy.

6. Check regularly the folders in the mail box - “sent items” or “outgoing”
_ for those messages you did not send.

7. Take an immediate action if your system is infected.
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PART=I1 'IJ
Attack Vector.

—

Que 1.21. | What do you mean by “attack vector” 7 How are attacy,

vectors launched 7

Answer ,

An attack vector is a path or a means by which a cyber attack cap, B

1.
carried out against a computer system, network, or organization.

2. It represents the specific method or avenue that a malicious actor ,
hacker can use to exploit vulnerabilities and compromise the security o
a target.

3. Attack vectors can vary widely and may ‘include various t’.ecl'lmqu@S
tactics, or strategies employed by attackers to achieve their ObJBCtIVes

4. Understanding attack vectors is crucial for cybersecurxty professionalg
and organizations to antici pate and prevent potential threats.

5. Effective cybersecurity measures often involve addressing known attack

vectors, applying patches and updates, implementing secunt;y con trolg

and educating users.:
Launching attack vectors The attack vectors are launched by followmg

means : S - e
1. Attack by e-mai _ybercnmmals send deceptiv emalls that appear
legitimate, often with enticing subject lines or claim __trlck recipients

into takmg mahcmus actions, such as clickin On links or downloading

attachments .
ackers ‘often send malicious

2.

r executables, via email or

3. ::,,ésed attacks involve tricking
individuals or orgamzatlons into tak i1 g actions that compromise security.
This can include social engineering techniques like impersonation,
pretexting, or baiting.

4. Hackers : Hackers with advanced technical skills can exploit software
vulnerabilities, use brute force methods, or employ other techniques L0
gain unauthorized access to systems.

5. Attack of the worms : Worms are self-replicating malware that spread

independently across networks or systems. They exploit vulner abilities
to infect computers and propagate to other devices.

44-4
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6. Malicious macros : Malicious macros are scripts embedded within

documents, such as Microsoft Word or Excel files. When enabled, these
macros can execute malicious code, leading to malware infection or data

theft.

Viruses : Viruses are malicious software programs that attach
themselves to legitimate files or applications. When the infected file is
executed, the virus replicates and spreads to other files.

©0O
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L PART:1 J
Mobile and Wireless Devices Introduction.

Que 2.1, I Explain the rising importance of mobile and wireless

devices.

Answer l

1. In the modern era, electronic gadgets, specifically mobile hand-held
devices, have become crucial for businesses, providing internet
connectivity beyond the office environment.

2. The widespread adoption of laptops, personal digital assistants (PDAs),

and mobile phones has evolved from limited user groups to extensive
use.

3. According to GSMA real-time intelligence data, there are now over
11.856 billion mobile connections worldwide in 2023, and a growing
portion of these devices were internet-enabled.

4. Managing these devices outside the office poses complex challenges
that information technology (IT) departments within organizations must
tackle.

5. Remote connections have evolved from fixed location dial-in to wireless-
on-the-move, and PDAs have become networked, converging with mobile
phones.

6. The development of PDAs and advancements in cellular phone
technology has given rise to a new category of mobile devices known as
Smartphones, which mteg'rate moblle a.nd wu'eless technologies for
business purposes. ” ; ;

7. Now-a-days many employees brmg thelr personal Smartphones to the
office, adding to the diversity of mobile users and devices.

8. This expanded user base and device variety place increased demands on
IT departments to ensure device, data, and network security while
maintaining control over corporate assets and supporting mobile user
productivity.

9. These technological advancements introduce a fresh set of security
challenges for global organizations.

PART-2
Proliferation of Mobile and Wireless Devices.
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Quo 2.8 I Welte n short note oni proliferation of mobile ang

wireless dovicoes,

An

b,

nwer
Presently, romarkal
dovices.

The prevailing trend involves

procossing capabilities,
YW oyears ago, consumers had to decide between a wire|ag,

Jle advancemonts are ocourring in the realm of mobi,

roducing device size while increagiy,
3

Just n e

phone and a basic PDA.

Howover, today's consumers have a lot of optiqn'ﬂ for compact

Smartphones with wireless internet browsing capabilities.

Simple handheld mobile devices offer sufficient computing power to ryp

small applications, play games and music, and facilitate voice calls,

The term “mobile device” encompasses a wide range of products ang

technologies.

Mobile computing can be defined as the practice of taking a computer,

along with all the necessary files and software, into various field-based

environments.

Many types of mobile computers have been introduced since 1990s,

They are as follows : _

i. Portable Computer : Portable computers are essentially laptops
or notebook computers that are designed to be carried around
easily. They typically feature a foldable design with a built-in
keyboard and display. - : _

iil. Tablet PC : Tablet PCs are a class of mobile devices that typically

. consist of a touchscreen interface. They often come with a stylus or
digital pen for input, allowing users towrite or draw directly on the
screen. | _

iil. Internet Tablet : Internet tablets are compact, portable devices
primarily focused on internet browsing and media consumption.
They typically feature larger sereens than smartphones but lack
the full functionality of traditional laptops.

iv. Personal Digital Assistant (PDA) : PDAs were designed for
personal organization and included features like calendars, address
books, and note-taking apps. PDAs paved the way for moder?
Blu&rtphonas by introducing the concept of a pocket-sized persont’
organizer,

v.  Ultramobile PC (UMPC) : UMPCs are a class of small, lightweigh‘
computers designed for portability and versatility. They often have
a compact form factor, with screens ranging from 5 to 7 inches
UMPCs are suitable for light computing tasks and are know? for
their mobility,
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vi. Smartphone : Smartphones are handheld devices that combine
the functions of a mobile phone with those of a computer. They

typically feature touchscreens, powerful processors, and access to
a wide range of mobile apps.

Queza. |

Que 2.3.

wireless computing and hand-held devices.

preorag

Give distinction among the key terms: mobile computing,

S.No.| Term Description Key Characteristics
1 Mobile Using computers or devices | Mobile settings,
Computing |on the go, often involving | Wireless eonnectivity
wireless connectivity for
remote access.
2. Wireless |[Utilizing wireless | Wireless data
Computing |communication for data |transmission - Mobile
transmission across various | and non-mobile
computing contexts. scenarios .
3. |Hand-Held |Compact, portable devices | One-handed operation|
Devices |designed for one-handed |- Task-specific design |
operation, serving specific .
functions. '

J

—- P

e p———

2,

40

reinforcing this direction.
3. The growing popularity of this intelligent mobile technology has also
attracted the attention of attackers, including hackers and crackers.
It is essential to pay attention to the evolving trends in mobile computing
to apprecia

domain.

L.

types and its implications ?

Present trends in mobility :
1. Mobile computing is entering a new phase offering enhanced usability,
faster networking, and a wider range of applications.

Prominent examples of this trend include Apple’s “iPhone” and the
Google-driven “Android” phones, with numerous other advancements

te the significance of cybersecurity concerns within this
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bility refers (o the ab lity ‘?F individuals ¢,

; yoctivity and accegg ¢,

8 tg

aining network cont :
ing net ) ea from di
cessing network resources from differen

I

types and ils impl
lity ¢ User mo
\ly while mair
8 users ac

Mobility
1. User mobi
move physic:
services. It involve
locations or doevices.

Implications :
Flexibility : User mobility allows indmd

from various locations, which can 10¢
arity and quthentication becomes crucial t,
from quthorized locations of

1als to work or access serviceg

ii. Challenges: Managing 5€C
ensure that users are granted access only
devices.
iii. Data synchronization . Ensuring that users have access to the same
ardless of their Jocation or device requires efficient

data and services I€g
data synchronization me
lity : Devic
laptops, tablets)
aintaining

thods. _ -

e mobility refers to the ability of devices (e.g.,
to move between different access points
' connectivity.

2. Device mobi
uninte rrupted

smartphones,
or networks while m

Implications :

i. Seamlessconnec
continuous network co

Givity : Device mobility ensures that users experience
gﬂé’ctiyity, evenn when moving between Wi-Fi
networks, cellular netwos ks, or other access points. %

plementing efficient hal_ld'c')ﬁ:' s o hattisms

ii. Handoff mechanisms
is essential to 91‘151-1?6_%3 smooth transition between different access points.
iii. Ql_l_alitsf of Serq_ic_e__' (QoS) : Maintaining QoS is a chall-ézﬁée:,“as devices
may switch between networks with varying bandmdth and reliability.

3. aSgsos:;n. mo]:_iiiif_;y : kSession mobility re:t_"erg-_;gd:;h:e capability to transfer
oing network session from one devi e

without interruption. P e Ce._.__oz' network to another
Implicatibns -
lozing t?lsé?rl:iz?ig: ::s;.ogsse;ﬁa}fts“{}jﬁch t?evices or networks without
conferencing. , which ig essential for applications like video
ii. Protocol . :
(Sessionoln?;;:tli’:;t P;oir:{f:)ll‘;rir;e;l e obi I SIP

ecessary to support session mobility

) u

rn

-
Resource mana, ement : Managi esse
or server connections, dll.t'lIlg session handovers is crucial for maintaj_l'lillp”
| ;

the user experience.

4. Service mobility : : 8
same serviceslo;tg . ls'ew}ce mobility involves the ability to access
pplications from different devices or locations

the

e
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Implications !
Cross-platform compatibility : Services must be designed to work

i.
seamlessly across various devices and platforms to accommodate service
mobility.

ii. Data accessibility : Ensuring that users have access to their data and

services regardless of the device they use is a key consideration.

iii. Cloud-based solutions : Many services leverage cloud computing to
provide consistent access and functionality across different devices and
locations.

Que 2.5. | Describe the popular types of attacks against 3G mobile

networks.

Answer g
Popular types of attacks against 3G mobile néttvqus”ére as follows :

1. Malwares, viruses and worms : Malware, viruses, and worms are
malicious software programs that can infect mobile devices within a 3G
network. They are typically designed to compromise device security,
steal sensitive data, or disrupt network operations.

2. Denial-of-Service (DOS)E'E::';Derﬁ:a:I#bf- Service attacks aim to overwhelm

Attackers flood the netwo
disrupt services:, . /
3. Overbilling attack : Overbilling attacks

_ wvolve manipulating 3G
network protocols or exploiting vulnerabilities to generate fraudulent
billing for data or services, leading to financial losses for users.

4. Spoofed Policy Development Process (PDP) : In a spoofed PDP
attack, malicious entities impersonate a legitimate device to establish a
policy context in a 3G network: This allows unauthorized access to
network resources.

5. Signaling-level attacks : Signaling-level attacks target the
communication protocols used in 3G networks to establish and manage
connections. Attackers manipulate these protocols to disrupt services or

intercept communication.

PART-4 Ll
Credit Card Frauds in Mobile and Wireless Computing Era.

Que 2.6. | What do you mean by credit card frauds in context of

mobile and wireless computing ?
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Answer
1. In the context of mobile and wireloss computing, credit card fry,, re
m ' - ‘1 ) i “lg [

to fraudulent nctivities that involve the unauthorized use of credi, "

1 1 ¥ ! . ] ! ' ¥ 'I"F
information in mobile or wireless transactions. i

These frauds exploit vulnerabilities or weaknesses in the mobhi], i
wireless technologies and systems used for processing cregjy .

Bo

(

. El]‘[]
transactions.

3.  Mobile and wireless computing have introduced new convenienceg ang

capabilities for consumers, but they have also created new Opporlllnitjr.;‘

for credit card fraud.
4. Asaresult, mobile and wireless security measures, such as encrypti -
secure authentication methods, and fraud detection algorithmg, are
essential to protect both consumers and businesses from these types of
fraudulent activities.
Additionally, individuals should remain vigilant about the security e
their mobile devices and credit card information when engaging in Mobie
and wireless transactions.

o

Que 2.7, | Discuss credit card frauds in mobile and wireleg,

:

computing era. Give some tips to prevent credit card frauds.

Answer l

Credit card frauds in mobile and wireless computing era :

1. Emerging trends in cybercrime related to mobhile :E_QOiﬁputing include
mobile commerce (M-Commerce) and mobile banking (M-Banking),

2. The prevalence of credit card fraud is on _the:"ﬁise::due to the increasing
power and decreasing prices of mobile hand-held devices, making these
gadgets readily available to almost anyone.

3. Mobile credit card transactions haye-bébbmé 'éommonplace, with new
technologies merging affordable mobile phone capabilities and point-of-
sale (POS) terminal functionalities,

4. The contemporary era is characterized by “mobile computing,’
emphasizing the ability to compute anywhere and anytime.

5.  Credit card companies typically assist consumers in resolving identity
(ID) theft issues after they occur, but they could further reduce ID
fraud by providing consumers with enhanced tools to monitor their
accounts and restrict high-risk transactions.

Tips to prevent credit card frauds :

A. Do’s:
1. Sign your card as soon as you receive it.
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2. Make photocopies of both sides of yvour card and store them securely
to retain the card number and expiration date in case of card loss

3. Change the default Personal Identification Number (PIN) received
from the bank before initiating any transactions.

4. Maintain vigilance over your card during transactions and ensure
its immediate return.

5. Safeguard all receipts for later comparison with your credit card
statement.

6. Verify the authenticity of a website before providing your card
details. )

7. Notify your bank promptly in the event of card loss and report it to
the police if necessary.

B. Don'ts:
1. Avoid storing your card number and PINs in your cellphone.
2. Refrain from lending your cards to anyone.
3. Never leave cards or transaction receipts lying unattended.
4

Do not sign a blank receipt; if the transaction details are unclear,
request another receipt to verify the amount

5. Avoid writing your card number or PIN on a postcard or the outside
of an envelope.

6. Do not disclose your account number over the phone immediately,
unless you are calling a trusted company or your bank.

7. Do not dispose of credit card receipts by simply discarding them into
a garbage box or dustbin.

Que 2.8. | What are different types and techniques of credit card
frauds ?

Answer I

Following are different types and techniques of credit card frauds:
1. Traditional Techniques :

i. ID theft : Identity theft involves fraudsters stealing personal
information, such as a person’s name, address, and credit card
details, to impersonate the victim and make unauthorized
transactions.

ii. Financial fraud : Financial fraud includes a range of fraudulent
activities where criminals use stolen credit card information to

make unauthorized purchases, cash advances, or transfers of funds.
It can involve card-present or card-not-present transactions.
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2 Modem Techniques !
i Triangulation: ’]‘rinnglflntiun :
a complex network of online transac as
card to purchase goods from nncho‘n ;eqe
shipped to another address, and then re:

party marketplace.

Credit card gene
ms or tools t
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nsactions.

rators : Credit card generators are softwar,

rogra hat create fake credit card numbers that m,
gm%ﬁmtial validat ks. Criminals use these fake numbers
attempt unauthorized tra

PART-5
Security Challenges Posed by Mobile Devices.

Que 2.9. , What are the security challenges posed by mobile devices
to cybersecurity ?

cybersecurity :

Mobility brings two main challenges to

L On the hand-held devices, information is being taken outside
the physically controlled environment : This challenge refers to
the fact that mobile and hand-held devices, such as smartphones, tablets,
and laptops, are inherently portable. Users carry them outside the
physically controlled and secure environments typically found in office
or home settings. R

Remote access back to the protected environment is being
granted : This challenge relates to the need to provide remote access t0

corporate networks or protected environments from mobile devices

Users require this access to workand access resources while not physically

present in the controlled network environment.

What are the technicél .challenges associated with

Some well-known technical challenges in mobile security are :

L. Managing the registry settings and configurations : Mobil¢
devices often rely on configuration settings stored in the regist’y’
Managing these settings securely is a challenge, as unauthorized 2™
to or tampering with registry entries can compromise device secur'’

K. .J
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2.

Managing the authentication service security : Ensuring secure
authentication services on mobile devices is crucial. Authentication
mechanisms, such as biometrics, PINs, and passwords, must be protected
to prevent unauthorized access to the device and associated services.

Crypt.qg'mpl_ly security : Cryptography is essential for securing data
on mobile devices, particularly during data transmission and storage.

Lightweight Directory Access Protocol (LDAP) security : LDAP
is often used for directory services in mobile applications. Ensuring the

security of LDAP directories is vital to protect user identities and access
control.

Remote Access Server (RAS) security : RAS systems enable remote
access to corporate networks. Securing RAS is crucial to prevent
unauthorized access, data breaches, and attacks.

Media player control security : Mobile devices often include media
players that can access streaming content or local media files. Securing

media player controlsis essential to prevent vulnerabilities that could be
exploited for malicious purposes. ! G

Networking application program interface (API) security : Mobile
applications rely on networking APIS to communicate with servers and
services. Securing these APIs is essential to prevent data leaks,
unauthorized access, and API abuse.

LN

¢ | PART-6|
Registry Settings for Mobile Devices.

Que 2.11. | Write a short note on: reg“t‘rysettmgs for Windows
mobile-powered devices. A p S

Answer I

Registry settings on mobile devices can be understood through following

example : -

1. Microsoft ActiveSync is designed for syncing with Windows-powered
personal computers (PCs) and Microsoft Outlook.

2. ActiveSync serves as the intermediary between Windows-powered PCs
and Windows mobile-powered devices, facilitating the transfer of
applications like Outlook data, Microsoft Office documents, photos, music,
videos, and apps from a user’s desktop to their device.

3. Inaddition to PC synchronization, ActiveSyne can directly sync with the

Microsoft Exchange server, allowing users to wirelessly update their

emails, calendars, notes, and contacts when they are away from their
PCs.
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4. Given the ease with which various applications allow the free f1q,, o
information, registry settings become (?ru.c1a‘} in this (':ontext for
establishing trusted groups, especially within “group policy,

a Cnr.&
function performed by Windows Active Directory.

5. Mobile device security also involves dealing \fVith new mubil_e applicatignH
that continuously emerge to combat threats like spyware, viruses, Wormg
malware, and other malicious codes traversing networks anq the
internet.

6. In Windows platforms, one issue with mobile security is that the baseline
security settings may not be configured correctly when a computer g,
mobile device is first used or installed.

7. Achieving a high level of security on a Windows computer often require,
making additional registry changes that are not exposed through any
user interface. £

8. While there are various methods to implement these registry changes
on each computer, some approaches are mofe‘_efﬁb’ient than others for
achieving the desired baseline security,

Authentication Serw.ce Secunty

Que 2.12. I What do you understand by authenti_c.atién services

security 7 Discuss the types of attacks to which mobi]e devices are
subjected to.

Answer 1

Authentication services security ;

1. Aut}?enticatiun services security refers to the measures and practices
put in place to ensure that users and devices attempting to access 2
network, application, or servi '

fvice are legitimate ang authorized.

access and protect sensitive information,

3. Authentication services securit
data, protecting networ , and
trusted devices can access

Y i8 crucial for safeguarding serlsiti":’1
énsuring that only authorized users a"

reésources and Services.
4. It is an essential component of a rohygt mobile and wireless securit
strategy
Types of attacks : Mobi

ile devices are Subject to following types of attack



P_-—__-“T

2-12 W (CC-Sem-J & 4) Cyber Crime

1. Push attacks : Push attacks are malicious actions initiated by external
entities or applications to exploit vulnerabilities in a mobile device. These
attacks often involve the unauthorized installation of malware, malicious
apps, or files onto the device without the user’s consent or knowledge.

2. Pull attacks : Pull attacks involve the mobile device actively seeking
and downloading malicious content or software from untrusted sources,
often without the user's awareness. These attacks occur when a user
unknowingly initiates actions that lead to the compromise of their device.

3. Crash attacks : Crash attacks aim to destabilize a mobile device by
exploiting software vulnerabilities. Attackers deliberately send
malformed or malicious data to the device, causing applications, services,
or even the entire operating system to crash.

Que 2.13. | Discuss cryptographic security for mobile devices.

Answer l

1. Tosecure a mobile device we use a technique known as cryptographically
generated addresses (CGA).

2. CGA generates addresses with up to 64 bits by hashing the owner’s
public-key address.

3. The owner employs the corresponding private key to assert address
ownership and sign messages sent from the address, all without the
need for a public-key infrastructure (PKI) or other security
infrastructure.

4. Implementing a PKI offers numerous advantages for users seeking to
secure their financial transactions originating from mobile devices.

5. COGA-based authentication can serve as a protective measure for IP-
layer signaling protocols, including neighbor discovery and mobility

‘protocols. |

6. Additionally; it can be utilized for key exchange within opportunistic
Internet Protocol Security (IPSec),

7. Smartphbnes stand out as one of the most prevalent hand-held devices
in mobile computing. _

8. These devices are equipped with cryptographic security controls to bolster
their security.

Que 2.14. | Explain RAS Security for Mobile Devices :

— e st o |

1. Safeguarding business-sensitive data stored on employees’ mobile devices
underscores the importance of Remote Access Servers (RAS).

2. From a cyber security perspective, mobile devices are highly susceptible.

3. Mobile devices not only have their vulnerabilities to unauthorized access
but also serve as potential entry points to connected systems.
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4. By using a mobile device to impersonate a registered user, 5 Poten:
attacker gains the ability to steal data or compromise corporate Sys:etlal
in various ways. Ty

5. Another security concern arises from the practice of conducting Port
scans,

6. Protection against port scanning necessitates software capah]e of
intercepting unauthorized incoming data packets and preventing a mobile
device from disclosing its presence and identity.

7. When connecting through a direct Internet or RAS connection, a persong)

firewall on a Smartphone device can serve as an effective protective
barrier against this type of attack for users.

PART-8
Attacks on Mobile/Cell Phones.

Que 2.15. | Describe the various types of attacks against mobile/
cell phones.

Answer

Following the various types of attacks against mobile/cell phones :

1. Mobile phone theft : Mobile phone theft occurs when a mobile device
is physically stolen by a perpetrator. The theft can happen through
snatching, pickpocketing, or burglary. The thief gains unauthorized
aceess to the victim’s personal data, contacts, messages, photos, and
potentially sensitive information. Stolen phones are often resold or used
for fraudulent activities.

2. Mobile viruses : Mobile viruses are malicious software programs
specifically designed to infect and disrupt the operation of mobile devices.
These viruses can spread through infected apps, downloads, or malicious
links. Mobile viruses can compromise device security, steal personal
information, send unauthorized messages, or render the device unusable.

3. Mishing : Mishing (Mobile Phishing) is a cyber attack where attackers
use text messages (SMS) to trick users into divulging sensitive
information, such as login credentials, account numbers, or personal
details. Mishing attacks can lead to identity theft, unauthorized access
to accounts, and financial fraud.

4. Vishing: Vishing (Voice Phishing) involves attackers using phone calls
to impersonate legitimate entities, such as banks or governmgnt
agencies, to manipulate victims into revealing conﬁdentie.d information
or performing certain actions. Victims of vishing can experience financial
losses, identity theft, or unauthorized access to their accounts.

L
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5 Smishing ! Smishing (SMS Phishing) is a form of phishing where
attackers send deceptive SMS messages containing malicious links or
prompts to trick users into revealing personal information or installing
malware. Smishing can lead to malware infections, identity theft, or E

,mauthorized access to sensitive accounts.
Hacking Bluetooth : Hacking Bluetooth involves unauthorized access

- to a device’s Bluetooth connection. Attackers can exploit vulnerabilities
to gain control of the device, eavesdrop on communications, or transmit
malicious content. Bluetooth hacking can lead to data breaches,
unauthorized access to paired devices, or the distribution of malware.

PART-9
Mobile Devices : Security Implications for organizations.

—

Que 2.16. lWhat are the various security implications for
organizations related to mobile devices ?

Answer l

Following are various security implications for organizations related to mobile
devices : 48,
A Managing diversity and proliferation of hand-held devices :
! 1. Formost grg_animti_onS', cyber security remains a primary concern.
| 2. Many 5-;pg_gaﬁiaat_ions overlook the long-term importance of
_+ maintaining records of mobile device ownership.
8. Reééi:fdle\sﬁs"{ of whether employees receive devices from the
organization, their mobile devices should be registered in the
. corporate asset register. :
4. Furthermore, diligent monitoring of these devices is necessary in
[ terms of their usage. =
t 5. Upon an employee’s departure, it is crucial to revoke both logical

and physical access to organizational networks.

i 6. Consequently, company-owned mobile devices should be
surrendered to the I'T department and, at a minimum, deactivated

and thoroughly cleansed.
B. Unconventional/Stealth storage devices :

1. Secondary storage devices, like USB drives, used by employees
pose a potential cyber security risk.

2. Advancing technology leads to the continual reduction in the size
and diversification of these devices.

3. BfIOdern storage devices are challenging to detect, presenting a
significant security concern for organizations.

BEG.
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Their compact dimensions enable inconspicuous concealme

: Nt with,
hﬂ.gli oron ones pq'rﬁnn. n

Advisable measures include prohibiting employee usage of ¢},

] [ § . [ £}
devices, as they can introduce viruses, worms, and Trojans inte 1:,.
organizational network, potentially causing data loss. -

C. Threats through lost and stolen devices :

1.

2.

This presents a newly emerging cyber security concern.

Mobile handheld devices are frequently misplaced during peop|e,
travels.

Misplaced mobile devices pose an even greater security threat {,
corporations.

The cyber security threat in this scenario is concerning due to the
generally inadequate security on mobile devices.

The value of the handheld device itself is often insignificant
compared to the critical content it holds; its loss or theft can jeopardize
a company’s professional integrity, subjecting it to sabotage,
exploitation, or damage.

Many of these lost devices have wireless access to corporate
networks and minimal security, making them a vulnerable point
and a significant challenge for security administrators.

PART-10
Organizational Measures for Handling Mobile.

Que 2.17. , Discuss what organizations can do toward safeguarding
their information systems in the mobile computing paradigm.

Answer !

Organizations can do following to safeguard their information systems :

A. Encrypting organizational databases :

1

2.

Hand-held devices now offer access to critical and sensitive data stored

in databases, thanks to technological advancements.

Protecting the organization’s data from loss necessitates encrypting such

databases.

Typically, two algorithms are employed to implement strong encryption
of database files :

i

The Rijndael algorithm

ii. The Multi-Dimensional Space Rotation (MDSR) algorithm
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L In this context, “strong encry pthn u‘nplms gre_a'rgr resistance to
" decryption attempts that can impact performance significantly.

5 Employing either AES or MDSR a_lgorithms for database file encryption
" renders the database unusable without the key (password).

6. When implementing strong encryption, it’s crucial not to store the key
" on mobile devices.

7. The key i8 case-sensitive and must be accurately entered to access the
" database.

g, For enhanced security, there’s an option to prompt the user to enter the
encryption key via a dialog box displayed by the database server.

9. To safeguard against information theft through mobile devices
connecting to corporate databases, additional security measures can be
implemented, including a server-controlled self-destruct policy.

B. Including mobile devices in security strategy :

1. The responsibility for addressing cyber security threats stemming from
improper access to organizational data by mobile-device-using employees
falls squarely on the shoulders of IT departments.

9. Encrypting corporate databases doesn’t mark the conclusion of security
measures. P

3. However, enterprises that do not want to include mobile devices in their
environments often use security as an excuse.

4. There exist technologiés;_capébié of adequately securing mobile devices,

, which suffice for the majority of organizations.

} 5 While mobile devices do present distinct cyber security challenges, there

| are general steps users can take to tackle themilh, <

l 6. Some measures organizations can adopt mclude Y

! i Implementing robust asset management, mmsscannmg loss prevention,
and other controls for mobile systems to prevent unauthorized access
and data corruption. Fall "&Y

ii. Exploring secure access alternatives like mobile VPNs for company
information through firewalls,

iii, Establishing a more frequent and t_;_c__;’ihprehensive system of security
audits for mobile devices. i

iv. Integrating security awareness into mobile training and support
programs, emphasizing its significance in the overall IT strategy.

V.

Promptly notifying the relevant law enforcement agency and change
passwords.

| T e T
B

PART-11
~ Organizational Security Policies and

. Measures in Mobile Computing Era.

B
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Que 2,18, I Discuss the importance of security policies re|

mobile computing devices.

Answer |

L. The proliferation of mobile devices amplifies the complexity of the cybay
security challenge, surpassing common perception,

ﬂling to

2. Individuals, particularly the younger generation, have become 80
accustomed to their handheld devices that they store a plethora of
confidential information on them.

3. They store credit card and bank account details, passwords, confidentig]
emails, and strategic organizational data on mobile devices.

4. Contemplate the potential business repercussions if an employee’s mobile
device were lost or stolen, exposing sensitive customer information,

This scenario not only poses a public relations catastrophe but also
raises concerns about legal compliance,

6. When safeguards cannot be established to protect data in the event of
theft, the most straightforward solution is to prohibit users from storing
proprietary information on inseeure platforms.

7. Although enforcing such @ policy may prove challenging, increasing
user awareness can yield reasonable effectiveness.

8. Aninformation classification and handling policy should unambiguously
outline which types of data are permissible for storage on mobile devices.

9. In the absence of alt'e_rnative safeguards, refraining from storing
confidential data on vulnerable platforms effectively mitigates the risk
of theft or loss. _ o

Que 2.19. l Give the operating guidel.inéé__t_’bruimplementing mobile
device security policies. e Ot

Answer ’

Following are the operating guidelines for implementing mobile device
security policies : "
1. Assess whether organizational employees require the use of mobile
computing devices.
2.  Deploy additional security technologies such as robust encryption, device
passcodes, and physical locks.
3. Standardize both the mobile computing devices and the associated
security tools used in conjunction with them.
4. Formulate a dedicated framework for the utilization of mobile computing
devices.
5. Maintain an inventory to track who is using which types of devices.
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ute patching protocols for software on mobile devices.

1 51::3: the devices and register them with an appropriate service.
: Ié:tabhsh procedures for disabling remote access to any mobile device.
2. Eradicate data from computing devices that are not in active use.
1'0' Offer education and awareness training to personnel utilizing mobile

devices.
Que 2.20. | What are different ways to create policy for mobile

devices 7

Answer I

Following are different ways to create policy for moblle devmes

1. Creating a distinct mobile computing pohcy : Inthis approach,
organizations develop a separate and dedicated policy exclusively focused
on mobile computing devices. This pohcy is crafted to address the unique
challenges and considerations, associated thh ‘mobile devices, such as
smartphones and tablets.

Advantages : It allows for compreh xswe coverage of mobile-specific
issues, tailoring guidelin urity measures, and acceptable usage
rules to the specific needs and risks posed by mobile devices.",

| Challenges : Manag1 , dditional policy may add complexlty to
| policy admimstratnon _d ‘employees m1ght need tce i‘amlhanze
themselves with multiple policies. §

evices under existing poh y : Inthi s approach,
I _ -existing policies,

! partwular those related to information secur cceptable use, and
a data protecl:lon Mobile de\rlces are treated as extenmons of the existing

' 2 Inc!_udlng moblle

"iages This streamhnes p_qh _ _management by keeping mobile
devices under the umbrella o__;\__:i'msting governance structures, simplifying
policy enforcement, and ensunng conmstency

' Challenges : The existing p011c1e§ may not comprehensively address all
mobile-specific risks, necessitating adaptations and updates. This
approach might require policy revisions to accommodate the unique
characteristics of mobile devices.

3. Hybrid approach (mobile devices fall under both existing
general policies and a new one) : In this approach, mobile devices
are subject to a dual policy framework. They are covered by both the
Organization’s existing general policies (e.g., IT security, data protection)
and a newly created mobile computing policy.
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Advantages : It combines the strengths of both a 1,,\
that mobile devices are integrated into ove i h"\

mwhﬂedmnddmwrapm'ﬁcm e
Chlﬂmpn.Mmmnglndwo:dxmhngpohneam a hybrid fa.:
can be complex. Organizations must ensure that policies are
mddnnotmnﬂictwitheaehother.ltmaynlsomquireem;ﬂo

aﬂhemtomulﬁple sets of guidelines, potenﬁnnyleadingtomf?:;,_h

©00©




Tools and Methods
LI L Used in Cybercrime

" CONTENTS

\

e

Part-1 :  Introduction ...

Phishing ..o

Part-3
Pa'ﬂ'.—«! 5. Pa...sswérc? Crackmg%
Part-5 : Keyloggers and Spyware

Part-6 : :Vlrus and Worms

Part-7

Part-8 : Steganegraphy

P;-_ri@_»_;z‘ :  Attacks on Wireless Neﬁwbrk’é

creis 3-2W to 3-3W
part-2 : Proxy Servers and Anqq&ﬁxiz‘ers
Jisroith 3—4W to 2-5W .

3—5W to 3-7w_

3—7W to 3—9W
3—-9W to 3—11W
Tro;an-horses and Backdoors i _3-—12W to 3—14W
Part-9 : DoS and DDoS Attacks
Part-w; SQL_Iﬁjection

Part-11 : Buffér Overflow ...... cooeisans s

: 3-3W to 3-4W

e 3-16W to 3-16W

3-16W to 3-19W

3-19W to 2-21W

3-21W to 3-23W

3-23W to 3-26W

25w 1o s20w

3-1 W (CC-Sem-3 & 4)




3-2W(CC-Sem-3 &4) Tools and Methods used in C?bErcx-im
e

Cyber Security -3 W (CC-Sem-3 & 4)
== 5 Grab the data :
PART-1 i Having successfully “captured the network,” the attack
er exploit
: = their puml:lon to pilfer confidential data, <
| i The final phase of any cyber attack entails actions taken b
- . . th
Que 3.1. l Describe the basic stages of attack through which . attacker to prolong unauthorized system use while :Vn:‘dll‘l:
attacker can compromise a network. detection.
i The attacker may remain concealed for extended periods.
Answer | fil. Thmug!:lout tl}ig enti;e process, the attacker is meticulous in
Following are the basic stages of attack thruugh which attadaer can concealing their identity, starting from the initial stage.
compromise a network :

———

1. Initial uncovering : This stage encompasses twokey steps :
i In the first step, known as reconnaissance, the attacker collects
information about the target from internet sources.
i In the second step, the attacker identifies the company’s internal \
network details, including internet domain, machine names, and | Que 3.2.
IP address ranges, for potential data theft. | B
2 Network probe (investigation) : . i Answer
i During the network m"ﬁtlsaﬂﬂﬂ phase, the attacker’conducts a 1 A pmxy server, situated vnthm a netwnrk serves as an m‘tarmedmary
“ping sweep” to scan the organization's [P addresses. : for connecting with other cemputers on that same network.
i Sobsequently, a "port scanning” tool is utilized to pm‘pmi:t the

2. Toimtiate contact vnthamrget system, the attacker 1m|.|a]1y cmnects to
services running on the target system. a proxy server, estahhahmg a conrnection thrnugh an enmnghnk with

Proxy Servers and Anonymizers.

Briefly explain proxy servers. =

fi _Atthisjuncture, the attacker hasnot engagedmmyaztmty deemed the proxy. . .
" a]muamlwdasmﬁahle asintrusion. [ 3. This capahuhty empnwers an attacker to na\rlgate the mtarnet. incognito
3 l’rﬂgl'ﬁd'ﬂl toward electronic crime (E-ecrime) : and/or conceal the attack’s source. . 4
L) The athch'ngwbegl.nstnmtm into electronic crime territory 4, W'hgn a chent. seeks specific aemces [e g., a ﬁle or webpage) from a
Lly@ﬁﬁ:ngpntentml vulnerabilities on'the target system. - different m" it connects o the proxy serer.
" 1 + to 5. The pmxy server assesses the mquast, securing the resource by
- W tht: aﬂ;.ﬁ:-nkerg_meds through various exploit stages establishing a connection with the appropriate server and/or soliciting
gain access syste L

m  Once access to a user acmunt.m secured, further attempts are

the required service on behalf of the. client.

i 6. Utilizing a proxy server allows an attacker to obscure their identity,
to attain administrator or “root” access. achieving anonymity on the network.
iv. “Root” access grants the attacker extensive privileges within the 7. Aproxy server serves several purposes, including

system.

4. Capturing the network :

i In this stage, the attacker endeavors to assume control of the
network, swiftly infiltrating internal systems.

A The next step involves erasing any traces of the attack. The attacker

often deploys tools that replace existing files and services with
Trojan versions, equipped with backdoor passwords.

i Concealing systems behind the scenes, primarily for security
reasons.

ii. Accelerating resource access through caching, typically involving
the storage of weh pages from a web server.

ii. Employing specialized proxy servers to filter out undesired content,
such as advertisements,

iv., Multiplexing IP addresses, enabling multiple computers to connect
to the internet when only one IP address is available




i 1 designed
;zer. slsc KnOwN SS SN aNCNMOUS Proxy, is a too
to enhance oaline privecsy by rendering activity untraceable.
2 EMﬁsth“Mmsmwm
; feppurding information and concealing the
e details of the user's source computer.
- e e tspically web based services that facilitate anonymous
web sariamg. “_-1"'- .
4 Gisers arcess these servives by visiting a website that acts as the prox;
serves for their web chesl. . |
iaexs ave particalerly usefol when users want fo prevent
5 Aseoymizers & o even malicivos entities from tracking their
guline belavier & B . .
& Wil smomymizers offer snacymity 02 certain extent. it's essential to

1 “Pishing is 3 term demsting a cyberattack tactic that involves the use
[idpw-hhﬂhm—-mdﬁdgmgmﬁhmd
2 Wi reviewing their email & user comes scToss a message allegedly
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g These deceptive messages are ?zﬁmlwsly crafied to appear genuine
and eim to get users into divulging their personal il:lfcu‘n:mi:intl.g'm

How phishing works ? Phishers work in the following ways :

L Planning: Ph.iSbingsi':tacks begin with meticulous planning. Phishers

:]utﬂiﬂ'fwmg which can be individuals, businesses, or institutions.
They research the:rt.srge_ts, often gathering information from publicly
available sources and online platforms to personalize their attacke.

2 m:lntbiss:age._phisheyseatabﬁsh the infrastructure required for
their phishing campaign. This typically involves creating a fake website,
email account, or other communication channels that mimic legitimate
entities or organizations. <

3 Attack: Once the setup is complete, phishers initiate the attack. This
uwsually inveolves sending deceptive emails or text messages. Thess
messages often contain urgent or alarming content, such as fake security
alerts, account suspension notices, or offers that ecem too good to be
true, enticing recipients to take action.

4 (Collection : As recipients fall for the deception and respond te the
phishing messages, phishers collect sensitive information. This can
include login credentials, personal identification details, financial
information, or credit card numbers. y

5 Identity theft and frand : With the collecied information, phishers
proceed to carry outidentity theft and fraudulent activities. They may
gain unauthorized access to online accounts, make unauthorized

. P IV U _" = —
_
Password Crocking.

B e

do you mean by password cracking ? What is the

Password eracking : Password cracking is & process of recovering passwords
mmmmmmmarmmwwamm’_”
Pmmdwmdmﬁnﬁmwdwmmﬁﬁ
follows :
L To recaver a forgotten password : e
i hdﬁemﬂwwﬁwmm
1o recover a forgotten or lost password.
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i w‘kWMMWﬂﬂMmhduch
memory lapses or password changes.
H In such cases, they may sttempt to crack their own passwords to
regein access to their accounts, fles, or dats.
2 mmhmmwmﬁw
m W
_ Systemadministrators and security professionals may use password
mmkm:h-wtdmtymmts.
§  They perform this to sdentify and rectify security weaknesses in
the systems.
) mmuuﬁdﬁum s before malicious
actors can expion them. -
3 npm“u-m" 3
. On the malicioss side, cybercriminals and hackers use password
uﬂqur_:hpunuhmiﬁmtommputer

W M
e
B. Offline attacks:

1. Typically, offline attacks arc conducted from a location se
from where the passwords are stored or utilized, such as a th&'arp?rc;.:;
computer system or while conneeted to the network,

9. Offline attacks typically necessitate physical access to the computer,
involving the extraction of the password file from the system onto
removable media.

C. Non-electronic attacks (e.g., social engincering, shoulder
surfing and dumpster diving) : Refer Q, 1.13, Pnge 1-13W, Unit-1.

Qued.7. | Give the password guidelines to be praetica‘lhy netizene
to avoid being the victim of cyber attack. =

3-TW(CC-Sem-3 & 4)

Followmtpmword g\ndehnesahnnld.be me‘bcedbynétmem to avoid bemng
the victim of cyber attack : v v '

1 It;sadvmhlebnmmntamaepamtepmwagds for business email accounts,
personal email accounts, and banking/financial user accounts.

2. Passwords should consmﬁ"of a“:mmmum of eight alphmumene
characters, avoiding cmnmnnmmes or phrases. -
3. Itis recommended t@ chnnge _paasworda every 30 to 45 day:
. Passwords should not beahared with family mber&osﬁ'mn
B. When remw%ﬂ:rd refrain from using ‘any m&gﬂy uged
o %e and banking/financial acoqunta, e pagswords

y;: if these accounts havawwed from public
P

What do you mean by keylogging (keystroke logging) ?
Discuss keylogger and give its classification.
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wnvolves the practice of recording keysty,
:"'""I : :mmh-ﬁmﬂﬂﬂnbyhuﬂumrmm;x
unaware of the monItoTmE
Kayloger ‘wﬂvﬁ-nmmdmu_s_trugmfum
1 _“k:'“.-mmmthed:mal hehavig:j:}-
] viclims.

__'-"""-::..“f

| Classification of keylogger : It can be classified as :

alled on & computer

via Trojans or viruses.

ols on vulnerable computer

ke afés, making it easy 1y
gets.

sts oftwo files within the same directory -
L) file and an executable (E‘SE)ﬁJe The

g -.-ulf'-r-'_ kmk!ﬁﬂ g

devices on ATM machines to

d is registered by these

into the system's architecture,

by antikeylogger ? Give its

preventing keyloggers, antikeylogge

keystrokes and sensitive data re
4 Preventing identity ¢ . "

against identity meﬁt‘y et Antikeyloggers are a valuable defens,
- and Pel's:n‘:'lni‘nForrma;in: antik t? = Mag“a'd.i g login credentials

online accounts, ' eyioggers help maintain the security of

5 Protecting business and financial data
antikeyloggers are a crucial defe
losses.

: i For businesses,
nse against data bregehes and financial

Que 3.10. | What do you mean by spyware ?

L. Spyware is a type of malware that is installed on computers which
collects information about users without their knowledge.

2. Spyware can collect sensitive personal information posing asevere threat
tousers privacy and security.

3. Spyware operates discreetly in the background, making it challenging
for users to detect itg presence or activities, s

4. Inthe corporate .,Ev}"mg_mgﬁt. some individuals may install spyware to

gain unauthorized access to sensitive business information. J

! yware can lead to data theft, identit}_rﬂ_théi’l:‘,.':u_:_l_cl financial losses for
o T - eients!'igvgn violation of privacy, as
als without their consent or knowledge.

3 il £

A computer virus is a program that can ‘infect’.lepufnaz :m&iwrm by
altering it to incorporate a potentially "mut‘alrd version -

2. Viruses autonomously propagate to potentially nun:::::.; F:W
various machines without the users’ knowledge or
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one system to anather :1(.‘%1’.

)
s—;owfcc“s"”'"‘“ irus fro
sy from
issi0n ofa computer ¥ sprt'-‘ds from one person to another

3 trams ologic

4

b-peuﬂr’iruu:

g] ¥Irus

cious instructions that can result in e

th the ability to disseminata

ntial
The fusio? of P:“Tn ificant concers: -
the capscity t0 spread silently, without displaying

pased o gvpnt-trir{g‘?md occurrences, time-based
e systcm to another when its host
nstance; Whon & user sent it aver
edia-such as USB drive.

aad from on
ter; for i
ovable m

virus can anly SPr
target cOMPU
od it on 2 rem

A
is taken to the .
the internet or carTy
L Boot sector viruses These viruses typically infect the master
boot i (MBR) of 8 computer's hard drive or removable media,
ctivated when the infected system boots

{ike USB drives. They are a : :
up, making them an early-stage infection.

Program viruses : Program Viruses altach themselves to

executable files or applications. When an infected programis run,

the virus code executes, potentizlly damaging the file and spreading
to other programs.

- o rtite viruses : These viruses com

hoth boot sectar and program viruses. They ¢

' ector and executable files. This dual infoction capability m

' them resilient and more challenging to remove.

'L Stealth viruses : Stealth viruses are adept at concealing their

e from antivirus'software and detection methods. They
chiove stealthiness by actively altering their code and behavior,
making them elusive. These viruses often use rootkit techniques

to hide their activities from the gperating system.

5 Pﬂ!sm?bic virnses : Polymorphic viruses continually change
Mwﬂf'! appearance while maintaining their core functionalily.
m‘ﬂlﬂpﬁm ability allows them to evade signature-based
detection mechanisms nsed by antivirus software.

. m! v';o:;’ 1 Macro viruses target the macro programming
attach to = 'Wal;c;tuns like Microsoft Word and Excel. TL:L:.:
epenad. thsdwmmum spreadsheets, and when the documen

bine characteristics of
an infeet both the boot
akes
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r worm is a type of malware computer program that possesses

ter network to distribute copies of itself to other

s, within the netwerk, often accomplishing this

—
Answer |
Acuul;ml.e ) .
i the ability ¢ replicate itself.
2. It Jeverages & COMPY
nodes, 0T computer

without requiring an

y user involvement.
ity weaknesses in the target computer's

3. This capability stems from secur
defenses.
4 Worms automatically propagate to other computers via networks by
taking advantage of security vulnerabilities.
5 Incontrast to viruses, worms do not need to attach themselves to existing
programs.
e some impact on the network, such as consuming

pandwidth, whe
altering files on the

Que 3.13. I Differenti
Answer I

Worms typically hawv
reas viruses usually ca

use damage by corrupting or
targeted computer.

ate hetween computer virus and worm.

Computer Virus Computer Worm

A self-replicating malware
program that can spread
independently and does
not need a host program.

A computer program
that attaches itself to
other executable files or
programs and requires
a host program to
propagate.
Spreads independently
through network

connections or other

means,

Requires a host
program or file to attach
to.

|

8.No. | Aspect
/7 b Definition
2 Propagation
f
3. User
Involvement
4. | Typical Impact

Can sprend without user|

Typically requires user
intervention.

action to execute an
infected program.

[ e e ———— |
Can cause damage to Often consumes network
files, applications, or the | bandwidth and can

system when activated. | overload systems.
i RS
Conficker worm,

5. Examples

CIH virus (Chernobyl
virus), Melissa virus.

ILOVEYOU worm.
e
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fan-horses and Bockdoors.

—————

_ml'lr'hl do you mean by Trojan Horse ? Give some typica)
Que
threats of Trajan Horse.

1 ogram that conceals malicious or harmfn] code
: -Axmnmmu;g;h:mhasm&rmwdatt alloWing it totake Contrg|
and inflict damage.
Tmﬂmmybewidelymd:_-tribuwdaspnnufaw

1]

mputer v Irus

3 Simﬂnm%wmmdean,MmscnninEMteasmemthmugz
m-'wuamema,smhnmbhl!mm-andemml

4 Iuligjnhem-ytufmaﬂstiﬂash
device to eliminate an
machines.

drive or another portahle
infeetion and prevent its transfer to other

iti ,orcgrmpﬂiiiphac@puter.
matj of’utl;ethjﬂwa_re.suchasviruses.

Crursecuriw
'-'-F'-_-_._--_'—\_ =

Que 3.16. | What do you understand by Backdoor 7 Give itg
functions.

oswer |

1. A backdoor provides a means of accessi
) i;\.-pa_ssing its security mechanisms.

2 Occasionally, a programmer may intent
into & program to enable access for troub]
purpases,

3. However, attackers frequently exploit or implant backdoors themselyes
as part of a malicious scheme.

4. Insome instances, a worm is s
created by a prior attack.

5. Operating silently in the b
from the user.

6. Due toits resemblance tg a virus, detectin
backdoor can be exceptionally challenging.

7. Abackdoor grants malicious individuals the cq
tonceivable action on a compromised system,

Functions of backdoor : Following are some funetions of backdoor -

L It grants an attacker the ability to perform artions such as creating,
deleting, remaming, copying, or modifying files; executing various

commiands; adjusting System configurations: and making changes to
the Windows registry,

2. It provides an attacker with contro] overe
enabling them 14
authorization’

313w (CC-Sem-3 & 4)

—

0g & computer Program while

ionally introdyce a backdopr
eshooting or other legitimate

pecifically designed to exploit a hackdoor
ackground)a backdoor remains concealed
g and completely disabling &

pability to execute any

omputer hardware devices,
Mmanipulate associated settings without seeking user

8 It Covertly acquires sensitive Personal information, valuahle documents,
login credentials, Passwords, identification details, logs user activities,
and monitgors internet browsing patterns.

4 It captures keystrokes entered on a computer’s keyboard and takes
Screenshots of the yser's activity.

8 ?tt' ansmits 4]} gathered datato a predetermined email address, uploads
110 a predefined FTP server, or transfers it through a concealed internet
“Onnection tg 5 Temote host,

6,

Itenntamim;tes files, disrupts installed a

pplications, and inflicts damage
o0 the entirg Operating system.

| How to Protect your systems from Trojan Horses and
haﬂldmn 2
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: T e——
message in|En message inty
r_rm :’:l:’ ::hl within aa secret format,

= s
Detecting  hidden Decra‘yptmg without thg

jnformation can be | key is tough.

: ——— Focuses on privacy and | Focuses on Security ang

. keeping MessSAges protecting

hidden. content.

EI.ESSage

ct, the attacker fl
:t_a_-m.ai] box with Sp:

ﬂﬂdl\ml!kan,the Vvietim's computer keeps waiting for
the attacker’s machine for each request.
Bendwidth of the network which then fails to serve
working,

* Bandwidth-based DoS attacks focus on
mwﬂkmm by consuming its available
olume of data, This causes legitimate users
Access Lo the targeted resource.

8-17W (CC-Sem-3 & 4)

: A simple bandwidth attack might involve sending an
enormous amount of traffic to a website, making it slow or entirely
inaccessible for regular users.

attacks : Logic-based DoS attacks exploit vulnerabilities in the

software or application logic to disrupt services. These attacks do not
pecessarily require a high volume of traffic but focus on exploiting
weaknesses in the target system's logic or functionality.
Example : An attacker might send specially crafted requests to a web
application, causing it to crash or become unresponsive due to a software
3. Protocol attacks : Protocol-based DoS attacks exploit weaknesses in

notwork protocols todisrupt communication between devicesor services.

These attacks often involve exploiting flaws'in how systems handle

network protocols, leading to service disruptions.

Example : An attacker might send a flood of malformed or malicious

network packets to exploit vulnerabilitiegin the térget's network protocol

stack, leading to service disruption.” 3
4. Unintentional DoS attack ; Unmntentional DoS attacks oceur without
malicious intent. Instead, they result from genuine user actions or system
misconfigurations that inadvertently disrupt services or resources,
Example : A websitémay experience an unintentional DoS attack
during a product lavnch when‘a large number of users simultaneously
try to access the site, causing it to slow downor become temporarily
unavailable. & - v . o 4

—a, <‘-"“"'-

cyber Security

v____ii:' __-diffcrent. types or levels(of DoS attacks ?
- e it

it s 4 ? >

o%ﬁ;__‘_ e different types or levels'of DoSattacks :

L Flood attack : A flood attack is astraightforward form of DoS attack
where the attacker overwhelms the target system with an excessive
volume of traffic, such as a flood of data'packets or connection requests,

2 Ping of death attack : The ping of death attack exploits vulnerabilities

inthe way some systems handle oversized ICMP packets (ping requests)

to crash or freeze the target system.

SYN attack : SYN attacks target the TCP (Transmission Control

Protocol) handshake process, which establishes a connection between

two devices, Attackers send a large number of SYN (synchronize)

requests without completing the handshake, tying up the target’s
resources,

Teardrop attack : A teardrop attack exploits vulnerabilities in the

reassembly of fragmented TP packets. Attackers send overlapping,

nted packets to the target, causing it to crash or become unstable

When attempting to reassemble them.

1
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SQL Injection :
L SQL injecti isamthol?d'.mmdamt“kesadvaﬂhge
security weakness occurring in the database layer of an applicatiot:fa
2 SQLinjects mmhm.mhm&nedtoasSQLinserﬁonattacks
3. SQLservers, which are commonly used by many organizations to g,
itive data, are the primary targets of these attackers. s
4 The primary goal of an SQL injection attack is to retrieve informag;,
ﬁnmammmmhdudawmﬁﬂ. " xl\i\kemditcﬁ
@

Tools and Methods used in c"h“mri
e

numbers, social security numbers, or - i
5. Malicious code is inserted into either a web ﬁﬁ .g;\-ﬁe website's

code during an SQL injection attack.
6. For instance, when a user logs in with
database is gueried using an SQL qu

&
n%amaqi and password, the

'-t- the user has a valig

4 v alter the SQL query by
'or password field.

ajection attack : The followi
n.atta::k: - i

by your application

ase structure or
sages to gain
ties

e like “SQL Syntax Error : You
ECT* FROM users WHERE

LW IUU-Sem-3 & 4)

glind SQLAWEETEE
i sQL injection is e_mployed when a web application has a
1 cability to §QLinjection, but the attacker cannot directly see the
outcomes of the
The vulnerable page might not be responsible for showing data, but its
vl response varies based on the results of a logical statement injected into
he bg.i'ﬁmaf,e SQL statement executed on that page.
4 Thisform of attack can be time-consuming as it requires the creation of
2 pew statement for each recovered bit of information.
N tools are available for automating these attacks once the
yulnerability’s location and the target ir_l.formatipp have been identified.
prevention of Blind SQL Injection:
1 Blind SQL Injection attacks can be prevented through a combination of
secure coding practices and following input validation techniques :
Input validation : Validaﬁg'f’apd sanitize user inputs to reject malicious
i. Prepared statements
prevent SQL W&nm 2

g

.
L

bia.rameterized queries to automatically

2 pr, ¥
Yo . Nih

ing : Mask sensitive database details in error messages.

tes : Keep software and‘ﬁfamawerkg up to date.

g these prevenﬁ?g'measié:‘ei; y_u_gﬁim significantly reduce

What is buffer overflow ? What are different buffer

i

. hen a
erflow, also known as a buffer oV ) l:;g‘;i i‘:by[illw
o5 data ina buffer beyond the memory allocs
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i I ch as mem
i ad to unreliable program behavior, su oy

3 mr:minl:onect results, program crashes, or even a mmp“’misin::.
system security. : !

3. Buffer overflows can he triggered by inputs intended to execute o,
modify the program's behavior. '

4 Consequently, they serve as the foundahpn for numerous Softway,

" yulnerabilities and can be maliciously exploited.

5. The implementation of bounds checking is an effective way to Preven
buffer overflows. -

6. Programming languages r:ommon_ly linked with buffer overflows, g,
as C and C++, lack built-in protections against %E;nqt.honzad data agegg
or memory overwrites. af [V

Buffer overflow attacks : Ko k"-\_.-'

L Stack-based buffer overflow: “f'-t."--

L

-

Description : In a stack-based buffer overflow: the attacker exploit;
vulnerability in a program by overflowing:a buffer located on the ¢y
stack. The call stack is a region of memory used to manage function calls
and local variables. \‘?-%. -

How it works : The attacker supplies more data than the buffer cap
hold, causing the excess data to overwrite adjacent memory loeations,
including function return addresses. »

NOPs: A [¥ o

Description : NOPs, or no-operation instructions, are used as padding
in buffer overflow ;gx"plo:t.a They serve to create space between the
injected shellcode and the return address, making it easier for the
‘attacker tohit the correct memory address, .

i

‘:;II!W e .._‘!‘&ﬁ By inserting NOPs into the payload, the attacker
incrensest E;‘ll.kehhuod of the executing the shellcode correctly.

Even if the exact memory locationis not known, the NOP sled increases
the chances of landing in the vieinity of the shellcode.
Heap buffer overflow :
Description : In a heap-based buffer overflow, the attacker targets
data stored in the program’s heap memory, which is used for dynamically
allocated data.
Bow.it works : The attacker manipulates the program in such a way
tha.t it writes data beyond the boundaries of a heap-allocated buffer.
This can corrupt heap metadata or overwrite other heap objects.

How to minimize buffer overflow attacks 7

Following methods help to minimize buffer overflow attacks :

s t of
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gocurtt?

yre code manually : Manual code review and
rutinizing the source code by human experts to

8
1 Asse® ment involve Bctengigj vulnerabilities, including buffer overflows.

id"’” ﬁfynﬂd”di Skilled developers and secun’t_f experts examine the
How jt wor® -m identify insecure coding practices, such as improper
Ldoline by llﬁ or upvalidated input handling, which can lead to buffer
B tion : Disabling stack execution is a security
Diﬂbl‘_’ ntf';; prevents code from being_ executed on the stack, making
machﬂmsm nging for attackers to exploit stack-based buffer overflows.
challe guring the system to mark the stack memory
features like NX or DEP, depending on the
ts execution of code residing on the

ml;le (using
s exeOUaE LGP preven

" tools : Modern compilers often‘include security features and
Mﬁtisﬂw puffer overflow yulnerabilities during the compilation
flags .
PO ks : Compiler tools'can perform various tasks, such as
v c!r.ing. stack canaries (random values placed between buffers
t:f.f addrelsses}‘ and other optimizations to enhance code security.
s ic run-time checks : Dynamic run-time checks involve
DV“,“'“HK a pmgmm'g execution during runtime to identify and respond
e behavior, such as buffer overflows.
i ks’ Intrusion detection systems (IDS), runtime security
e il 15 like-AddressSanitizer can dynamically detect buffer

wﬁ%ﬁmhpuwhﬂe the program is running.

MY

Attacks on Wireless Networks.

An T
k- e Lt i
Following are different components of wireless network :

L

802.11 networking standards : These are a set of standards established
by the IEEE that define the ifications for wireless local area networks
(Wi-Fi). Examples inc lude 802.11b, 802.11g, B0Z2.11n, and 802.11ac.
Access points : Access points (APs) are devices that bridge wireless
clients (like laptops and smartphones) to a wired network. They create
awireless local area network (WLAN) by broadcasting a Wi-Fi Blgﬁalt-
Wi-Fi hotspots : Wi-Fi hotspots are locations where wireless access to
theinternet is available, oﬂell: provided by public establishments such as
:uh‘ ni'rmm; md hﬂte].s
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4 Service Set Identifier (SSID) : The SSID is a unique name assigneq
awireless network. It acts as an identifier for wireless clients to mtmm:;

one notwork from another.
5. Wired equivalence privacy (WEP) : WEP is an early security protocg|
used in Wi-Fi networks to encrypl data transmitted over the networl
Wi-Fi protected access (WPA and WPA2) : WPA and WPA2 =

6
improved and more secure encryption and security protocols for Wi.Fy
networks.

7. Media access control (MAC) : The MAC address is a unique hardware
identifier assigned to each network device, such as network adapters oy
wireless cards.

:__-l’Quﬂ-N- Discuss some of the traditional techniques of attacks

on wireless networks. _
OR N

How can wireless networks be comprorhii_ed

TAnswer |

Following are some of

networks :

1 Sniffing: Sniffing;
involves intercepting an
wireless net_g_l;gork.‘ Ny
Function : Attackers 'E:apture ne
information, such as login credenti
: ttacks exploit the lack of encryp

\Qm“mcfh"g@!

2 Spoofing:Spoofing
or device on a wireless network
Function : Attackers can perform v
MAC address spoofing or ARP spoofing,
accepting them as trusted entities. This can
or interception of data.

3. Denial of service (DoS) : Denial of Service attacks aim to disrupt the
normal functioning of a wireless network or the services it provides by
overwhelming it with excessive traffic or requests.

Function : Attackers flood the network or its resources, making them
unavailable to legitimate users. This can result in network downtimé:
rendering it unusable.

4 Man-in-the-middle attack (MI

an attacker intercepts and possibly alters communica

parties without their knowledge.

the tra_ditional techniques of attacks on wircless

;ajsn-i:'nuwn as packet sniffing or petwork sniffing,
d monitoring data packets transmitted over a

twork traffic to cavesdrop on sensitive
als, emails, or financial data. Sniffing
tion or weak encryption in network

attacks ihvu]vs.impa}aonat.ing alegitimate entity
by falsifying identifying information.

arious spoofing attacks, such as
to deceive network devices into
lead to unauthorized access

TM):Ina Man-in-the-Middle attack
tion between tW?
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wul'wﬂw i .
jcors position themselves between t_.ha communicating
on““w: to capture, modify, or inject data into the

ol :

o1 '”Dwm?!::m}:!ITM attacks can lead to data interception,
mm"mcn-t : nor thc; insertion of malicious content.
vosdroPP 8 cking : Encryption cracking invelves attempting to
o =8 data transmitted over a wireless network by exploiting

ah?lilies or using brute force methods. -
vulperd®"™ Attackers target encrypted data, such as Wi-Fi passwords,
mﬂd";‘m ues like dictionary attacks or eryptographic weaknesses.
ulinIE::M d:cryption provides unauthorized access to the network.
Suce

N L
’

ishing anl Identiy Theft : Introduction o Phishing,
SANE S rdentity Theft (ID Theft).

.

phishing 7 Explain with examples.

Due 881, | What is
1 Phishing is a cyber attack technique in which attackers impersonate
ganizations, or entities to trick individuals into
credit eard numbers,

Jegitimate individu als, or|
revealing sensitive informa

or personal data.
2 Phishin attacks typi
place via text messages,

' of‘P!ihhing :

L igu.ll hishing : You receive an email that appears to be from your
nk, asking you to verify your account details urgently. The email
o .‘i‘_l'il'lk'that takes you to a website that looks identical to your
bank's official site. If you enter your login credentials on this fake site,

the attackers capture your information.

% Vishing (voice phishing) : You receive a phone call from someone
claiming to be from a trusted organization, like a bank or tech support.
They inform you of a security issue and ask for sensitive information,

< such as your credit card details.

Smishing (SMS phishing) : You receive

:‘::; rﬂpt!tahle service or organization.
ﬂwlinkmd includes a link or phone number to reso
= may lead to a fraudulent website or resul

' .mﬂ phishing : Attackers create fake social med_ia profiles
sl ting friends, family members, or known organizations. They
wm::eur friend requests to gather personal information oOF

tion, such as passwords,

ut they can also take

caily occur through email, b
hannels.

social media, or other communication c!

a text message claiming to be

It informs you of an urgent
Ive the issue. Clicking
t in a phone call with
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. | Discuss spam and hoax e-mails. Give difference bl!tw%

" Spam and Hoax emails are both types of unsolicited or deceptive
- E:’i:;me different purposes and often have distinct cha:aq;.?ﬁﬂ"

. 2 o

2 Spam emails are typically mmmgrcinl or promotional in nature, secking
profit or engagement with recipients.

3. Hoaxemails, on the other hand, aim to deceive or miginform Tecipient,

with fabricated stories, warnings, or false information,

Difference : —— _____+ ¥ N
; __1 pe ,"'.vs‘plnl)m ol Hoax Email,

1 | Purpose | Promotional or a Spljenﬂfﬂlseinfurmgfm

commercial. & F0h |1

2, | Content | Ads, offers, productlinks. | Fabricated Stories,
) warnings.

3. | Origin Marketers, businiesses, | Individuals, groups
Sybaxmimingls,)

~e

. 8-27 W (CC-Sem-3 & 4)
cyber Securt

orks : Unlike dragnet phishing, which casts a wide net, rod-

f;'r::’w ishing involves carefully selecting and researching potential

oo Attackers tailor their phishing ema.i]s lo appear highly relevant
targeted individuals, increasing the likelihood of success,

::::taﬂmt : In lobsterpot phishing attackers focus on high-value
$ dividualsor entities.
How it works : Cybercriminals gather extensive i.nfnrmation about
their intended targets, including perso_nal am.i pl_-nfesamr_m] details. They
craft highly personalized and convineing phishing emmllsf, often posing
a5 trusted contacts or organizations the targets are familiar with,
Gillnet : Gillnet phishing is a method that combines eléments of both
dragnet and rod-and-reel phishing. It targets a larger group of individuals
or organizations than rod-and-reel, but with a more focused approach
than dragnet.
How it works : Attackers select a specific group or category of potential
victims who share certain characteristics. They send phishing emails
tailored to the interests or needs of this group.

Que 3.34. | What is identity theft (ID theft) ? Explain typesof identity
theft,

setion (clicks, | Elicit emotional
résponses.

uct ads, phishing, Chgin_ietbem,&lsealcm

4. | Response | Prompt

N

re different methods qf-phiﬁhi;g attacks ?
w 4
(E{ {‘u_",';s“"'
Following are different methods of pyshi.n% attacks :

L Dragnet:Dragnet phishing is a méss email phishing technique where
cybereriminals send a large number of generic phishing emails to a wide
audience,

How it works : Attackers cast a wide net, sending phishing emails

I specific targeting. These emails often contain generic messages

and fake links s saect
Personal information or credentials.

2 Rod-and-reel : Rod-and-reel phishing is a more targeted approach

which attackers select specific individuals or organizations as thef

or attachments designed to trick recipients into providinf |

Answer |

L Identity theft (ID theft) is a type of cybercrime where an individual's
personal, financial, or confidential information is stolen by malicious
%‘fﬁiﬁh&he intent of impersonating the victim for various fraudulent
BB, S
!

il
\entity thieves often use this stolen information to commit financial

ﬁ'ﬂllli.;galln unauthorized accessto accounts, or engage in other criminal
activitigs under the victim’s identity.
Types of identity theft :

L Finaneia] identity theft : Financial identity theft occurs when an
individual’s personal and financial information, such as credit card
““mb‘fﬂ.ﬁt:' bank account details, is stolen with the intent to commit

ud

Cl:lmin?j ideﬂﬁt)’ theft : Criminal identity theft involves an identity
xr using the vietim's identity to evade law enforcement, typically

B they are facing criminal ~harges or arrest.
4 Identity

cloning: It is a comprehensive form of identity theft where

lﬂ:a:ker duplicates the victim's entire identity, including personal,

i » and biographical information.
n!ine" identity theft : In business identity theft, fraudsters target
::"“’“ﬁls, often small ones, to steal their identities, This allows them
®XPloit the business's credit, finances, or reputation.
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g

Medical identity theft: It occurs when an attacker gains access
a

5
individual's healthcare information, including medical insurap, e
and medical history, for fraudulent purposes. elaj,
6. Synthetic identity theft : It inyoivea creating a new identjy
combining real and fake information. Attackers use this j et t-1-' by
establish credit or engage in fraudulent activities. ¥ by
7. Child identity theft : Child identity theft targets minors Who by,
13

clean credit histories. Criminals obtain and misuse the child’s P
information, often going undetected for years. ]

Que 3.35. ' What are different techniques of identity theft (ID ¢, eft)?

';An.nrer_ l
Techniques of ID theft :
A Human-based methods : |
1 Direct access to information : Attackers gain access to persony
information through social engineering or deception, often by
impersanating trusted individuals or services.
Dumpster diving : Identity thieves sift through trash, looking fir
discarded documents ca:'ztaiﬁing sensitive information, such as bank
statements or credit card offers. ; [
3. Theftof apurse grwa]lgt :Criminals ph}rsica.].ll}' steal purses or wallets
to obtain IDs, eredit cards, and personal information £o commit identity
. A =4 e ©

4 lelﬂmﬁand rerouting : Attackers intercept or reroute victims

&aﬂ to gain access to financial statements; checks, and other personal

ta. f " P ¥ "
| TN 1 » | B 4 P

5 Shoulder surfing : Thieves'watch over victims’ shoulders as they
enter PINs or passwords, gaining unauthorized access to accounts.

6. Dishonest or mistreated employees: Insiders with access to persond
data may misuse or steal this information for financial gain.

7. Telemarketing and fake telephone calls : Scammers use phont
calls to trick victims into revealing personal or financial information,
often posing as legitimate entities.

B. Computer-based technique :

L  Backup theft : Attackers steal physical or digital backups containin?
sensitive information, allowing them access to victim data.

2 Hacking: Cybercriminals exploit vulnerabilities to gain unauthorized
access to computer systems and databases, stealing personal and financiél

8. Phishing: Attackers send deceptive emails or messages, impersonatiné
trusted entities to trick recipients into revealing sensitive informati®®

- V"

osber gecurity
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g cyhercriminals redirect frictirns to fraudulent wehsites to
pure login credentials or personal information, often through DNS
cap

manip‘-‘l“ﬁm‘
dware : Attackers maylmmpromise hardware, such as ATM
Har of compromised point-of-sale (POS) systems, to steal card

;i mmers ; i
:klt:":: personal information from unsuspecting individuals,
a

ﬁﬂ How to prevent being a victim of ID theft ?
e .

g the following security precautions, you can avoid falling

I entin

gﬁ‘g:?d}end ty theft : i

1 Vigilantly oversee your credit history.

2- Maintain comprehensive records of your financial activities and
transactions.

g Deploy security software for added protection.

4, Utilize an up-to-date web browser.

5 Exercise caution when dealing with email attachments and linksin both
email and instant messages.

g Safely store sensitive information.

7. Shred documents containing personal data.

8. Safeguard ngr"persona]iy identifiable information.

9. Rema.u:ﬂg}l&ﬂt gggarding the most recent scams and frauds.

©0®
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What do you understand by cyber forensics/digital
omputer forensics ?

_ cyberforenslcs/dlgltal forensics/compu

the computer operating system
evidences transp 1




—-—"
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Cyber Security
____"‘“\i g

Answer

Digital forensics :

1. Digital forensics entails employing analytical methods to engyr
dependable and impartial gathering, examination, compr eheﬂsi;,nt the
exposition of digital proof. ) ang

2. The goal of“cyberforensiCS” s to find digital proof of something specig
or general. “Cllie

e” is tricky because it comes from things |}
o

3. Defining «digital evidenc
that aren’t seen as computers in tpe

phones, iPods, and other devices
usual sense.
Role of digital forensics : In ge
1. Uncover and document e

neral, the role of digital forensics is to
vidence and leads : Digital forensic
experts use specialized techniques to uncover and document digital
evidence from various electroniqzqevj.cé' 'I_'l’liélevi:dence can include text
messages, emails, documents, images, and more.
9. Corroborate evidence discov red i _:____qther ways : Digital forensics
can act as acrucial validatiq:f When evidence 18 discovered through
other means, such as witness te giio”nies or physical evidence, digital
forensics can corroborate or refute these claims. 4

3. Assist in showing a patternof events : Digit

in piecing together a timel
data, forensics experts can
of events, shedding light on motive
4. Connect attack and victim computers :
based attacks, digital forensics plays acriti
*voerts can trace the digitel

al forensics also helps
By analyzing digitd
stmct t__l_le_sequence

10 or pattern of eveats.

computer base
the attacker to the victim. Forensic

fo@fpmtsleﬁbehnd during an attac
£ Reveal an end-to-end path of events 1o
successful or not.

0 @ compromise attemph

de eted or otherwise not directly

6. Extract data that may be hidden,
available. <

18

gital foren

. misuse
es may m=
employ® s

for person

Following are examples of some typical scenarios in which di

are used :
1. Employee internet abuse: In the workplace,
company Tesources, including internet access,
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s ol | track an empl ’ .
pigital fo.rcnmcs can sloves’s anling activies .
n.umonzed dpwnluadS. excessive social mediau?;;ltmﬁ' revealing
hibited websites. ge, or visits to
Data leal/data breach : When sensitive data is leaked or breach
digital forensics experts investigate the incident to determine ﬁﬂc o}:i.
preach occurred and what data was compromised. They analyze :‘-:tt e
logs, network traffic, and compromised devices to identify the . ;.nt m
entry and the extent of the breach. point of

[ndustrial espionage : In cases of corporate espionage, competitors

3
may attempt fco steal valuable intellectual property or trade secrets.
Digital forensics helps uncover evidence of unauthorized access, data
exfiltration, or insider involvement. ’

4 Criminal fraud and deception cases : Digital forensics is frequently

in cases of fraud, embezzlement, or financial deception.

ors analyze financial records, emails, and digital
tivities and identify individuals

employed
Investigat
communications to trace fraudulent ac

responsible. :

5 Criminal cases : Digital forensics is a fundamental tool in criminal
investigations, including cases inyolving cybercrimes, cyberbullying, or
cyberstalking. It helps law @foréelilent gather evidence from electronic
devices such as computers, smartphones, and GPS systems.

6. Copyright violation : In_ cases of copyright infringement, digital

forensics experts can analyze digital content to determine its origin gnd

authenticity. They examine metadata, file signatures, and digital
watg:m@g‘kﬁ?@._esté’hli'sh whether copyrighted material has been used

W] ..il 0 N A 881011 i . 1 :

\% i . A

Bt PART-3 |
5 ~ The Need for Computer Forensics.

computer forensics ?

; tion and
ments 10 Informa 3
L The synergy between ad?tﬁﬁvidesl’f“d ﬂdoptionofcomputtra

Communications Technology it
worldwide has yielded numerous bencfits ™ B computing deviee
hnical capabilities 9 ivities.

2 Simultaneously the immense tec | mputind
W' tuniti isuse and potential for crimi

3 M;ﬁﬂy this ht:.lzlr t!:l:‘reuh risks for computer psers and an

slevated potential for societal har™
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! . ing threat posed by hacke
rs have to live with an ongoing T8, Who
$ Ea:-';ous techniques and tools to infiltrate computer systems, mﬂn?:u?h,
atg

information, and create chaos.
5. The need for computer forensics can be qttribqted to two key f,
" law enforcement’s growing reliance on digital e‘fldence and the upjy. .
proliferation of computers resulting from the microcomputer rovoing

5. | What is “«chain of custody” concept ? Explaj, it
' '

'.‘.""* o
importance. Provide illustration to support your answer,

Chain of custody :

L It refers to the chronological record or (}pcﬁn;igptatibri process tha
signifies the acquisition, possession, control, ansfer, examination, ang
final handling of evidence, whether it is in phy ical or electronic form,

9. The primary purpose of the chain of custody is to ensure the integrity
and reliability of the evidence, as We

well as to demonstrate that it has not
been tampered with or compromised

Importance of the chain of eustody

: h?qdle .
in the criminal justicé

Illuustrntfz “onsider a criminal fw se involving g a burglary. The polie
collect various pieces of evidence @@B%ﬁ% scene, including a ﬁngerpﬂl}‘
::fn awindow, a broken glass shard, and a stolen laptop. Here's how the chait

custody works in this scenario : %

L E:d“er::;o:s :An oﬂicer.careﬂally collects the evidence, labels each itet
rds the date, time, and location of collection. .

lab, whe rt : The evidence is then securely transported t0 the fore®

e re it is signed over to the evidence custodian. 1ed

Storage : The evidence custodian stores the items in 2 00““01

2
3
environment, maintaini AL
4  Analysi zlf’mmntmmﬂ their integrity and security.
5

dence su

a5 somparing the d, forensic experts may analyze the eVl

orint to
Court presentation : If known suspects.

that it _’m used to show that the evidence was handled correct
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ition : After the trial, the evidence jg either returned to its

ngh B e or kept In long teny, storage, depending on the case’s
outcome and legal requirements,

6.

PART-4 -
Cyber ansics and ngztal Evidenee

ue 4.6. | What do you understand by digital evidence ? Compare
physlcal evxdence and digital evidence.

N Py
“[ Digital evidence :
L |
1 L
N
Mi .
Y 2. It encompasses a wide r digital sources, including: electronic
documents, computer files, log files, metadata, internet acmvxty and
b device information. ;
3. Digital evidence can al in a wide range of legal cases, i
o criminal investigatio civil litigation, intellectual ) perty dmputes
and cyber 1_ ents. ’ /
!
#
i
i = T
¥ Intanglble elect.romc
- 2. Examples Weapons, documents Emails, computer files
| 3 |Storage Physical form, lockers | Electronic devices, servers
f 4 | Preservation | Protect from damage | Safeguards against
; corruption
sLJ_QOUection Traditional methods | Specialized software
? 6. Alteration Tampering and Digital alteration, data loss
\7_\ Risk contamination =
A ; ; Presented digitally
Sl Presentation | Presented physically
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Que 4.7, I Explain some of the best practices in handj;
evidence. T digyy,
Anawer I

Following are some of the best practices in handling digital evid
: Cnce

1. Document the chain of custody : Maintain a detailed
everyono who has had access to the digital evidence fmmeth record of
of collection to its presentation in court. Note any transfers, | i,

examinations, including dates, times, and reasons for acc,:e's;andlmg' S

2. Prctsorvo the qriginnl ovidence : Make forensic copies (bit-for.}
cu;.)ws) of 'the original digital evidence for analysis. Keep the On_url-hu
evidence intact and in a secure, controlled environment to prizal

-VEn{

tampering or alteration.

3. Use write-protect tools : Employ hardware or software write-blockin
tools to ensure that the original evidence remains unaltered during th§
copying process. Avoid any actions that could write data to the original

media, such as booting from it.

4. Maintain a clean and controlle
forensic examination environmen

potential contaminants. Minimize elec

can affect digital evidence.
Establish the authenticity of digital

5. Authenticate the evidence :
evidence by verifying its source, integrity, and reliability. Document _the
me_th'oﬂ&uaﬁﬂ tovalidate the evidence, including hash values and digite!
tions,

gignatures.
6 Adhere tolegal procedures : Comply with relevant 1aws, regulati®
' d presenting digita

ad court orders when collecting, preserving, an
warrants as required by law
jtems

evidence. Seek proper authorization or
7. Properly label and document evidence : Label all evidence i
clearly and comprehensively, including details like case num rs\ridenff
numbers, and descriptions. Document the context 10 which €
its relevance to the case.

was found, its location, and les
8. Secure the evidence log and case files : Protect all logs Cf;ntaiﬂ

and documentation associated with the digital evidenc® qu thes®
their integrity and confidentiality. Encrypt and restrict 20

materials.
cau ;
Take pre ¥ oren®

9. Maintain evidence integrity during analysis: 12" e
prevent altering or contaminating evidence during analys's

d environment : Ensure that the
t is clean, secure, and free from
tromagnetic interference, which

vd5 "

_ copies for analysis, not the original evidence. eth

e ment analysis procedures : Keep 2 record of i Noté
figital ©9 i

: o analy®”

tools, and procedures used during the analysis 0
es made during

any findings, observations, or chang




_ Write a short note on: Rules of evidence,

The Rules of Evidence under the Indian Evidence Act, 1872,
L structured framework for the admission and exclusion of mp;:::iel:
Indian courts.

3 Here’s a brief overview of the key aspects of the Rules of Evidence in
the Indian Evidence Act : :

i. Relevance of evidence : One of the fundamental principles is that
evidence must be relevant to the case. Evidenee is considered
relevant if it has a direct or indirect bearmgon the facts in issue or
isrelated to the cred1bﬂ1ty ofa mtness. Irrelevant evidence is not
admissible. 3 by

ii. Admissibility of oral an
classifies evidence mto
(statements ‘made b¥ wi

d aocummtary evidence : The Act
two mam categories: oral evidence
S dunng trial) and documentary

documents). It provides rules regardmg
es of evidence.

A€ yevidence : ’IlmActdlstangmshesbetWeen

( ngmal documents) and segondary ev:dence
ates). Primary evidenceis ¢ generally preferred, but
may be admissible under'cértain gircumstances.

 Act, 1872, is a commh%nsivbjegislaﬁon that

%ﬂsm’e conﬂucted fairly, e\ndence
: ‘red effectively.

l-mdoymundemtandbyfmnsiesannlysisof&mail?

L ?M of systematically examining
analysis of e-mails is a process

hl “w and associated data to gather evidence for legal or

?. This analysis is commo fields, including law
of nly used in various
| 'mm ﬁol'po:"nte involt,;gatwna, cyber security, and legal

m_
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em,
3 Various cybercrime offenses can be committed by crip; 3¢ 4
inalg

emails. USing
4. There are tools available to assist in the creation of fraudy] i
ent g

5. The act of tracing an e-mail is a crucial componen¢
of fq

investigation when an e-mail is suspected to be linked t¢ , S rensltl

6. 'The forensic analysis of e-mails plays a vital role in cyber for “Timg
91'181(_‘3 481

aids in confirming the legitimacy of an e-mail under suspicj,
n,

7. With e-mail being the most prevalent global communicatigy
becomes a subJect of forensic scrutiny when it potennally c[neth
“digital evidence.” °ﬂ8tltute

8. Due to increased regulatory agency pressur
compelled to electronically retain information D C
for discovery and disclosure support.

Qué 4.10. ;

Answer

Bec: Secre;: Recipient <bce_re
Subject: Example Email Header .7

Date: Tue, 19 Sep 2023 15:29:45 0400
Message-1D: <XY. 7987654321@mailserverl.examp

10 MIME-Version: 1.0
11. Content-Type: text/plain; charset="utf-8"

12. X-Originating-IP: [199.196.144.42] tont
The message header typically includes the following mform; ess 10 w_hit‘f
1. Return-Path : This field specifies the e- m?,l;ufierﬂl sagt‘sl -

- bounce-back messages (non-delivery reports oF
~ gent if the e-mail cannot be delivered.

le.com>

© ® N e oA W
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From : This field displays the sender's e-mail add d i
. . pame. It indicates who sent the e-mai] o s s
4 To: This field lists the recipient’s e-mai] address. In the
| recipients, there may be multiple “To” fie]ds,

i & Cec (Carbon Copy) : This field lists the e-mail addresses of additional
recipients who receive a copy of the e-mail.

¥ e Boe (Blind Carbon Copy? : Similar to “Cc,” this field lists additional
i recipients. However, the difference is that the recipients listed in the
“Bece” field are not visible to other recipients,

- 7. Subject : This field contains the subject.or topic of the e-mail message.

It gives recipients an idea of the content of the e-mail.

& Date : The date and time when ﬁmé-mml was sent are recorded in this

% N Message-ID: A unique ide_}_‘ forthe e-mail message generated by
' i '  for tracking and referencing specific

case of multiple

threadmg

bis field specifies the MIME (Multipurpose Internet
s) version used in the e-mail, MIME is a standard for
acoding multimedia content in e-mail messages.
1is field indicates the type qﬁ_é&qw_ﬂfﬂacluded in the
text, HTML, or attachments) and how it should be
aders't These are custom or non-standard fields that may be
AT et servers for vamus purposes. They are typically

5

A S0 1 i. ‘x-..” '.'._ ..'f‘-"-_. A& .
- TRiLdl 'é"*f-: b

' - ¥ !
Explain how an e-mail ¢an be traced for forensics
tline the various keymps involved.

o

: he key steps involved in tracing an e-mail for forensic purposes :
el header : The e-mail header contains crucial metadata
Te m y and source. To initiate the tracing process,

! --" m- mm‘m" .
i o l.wmvidwz a chronological record of the

- .5wmm_mﬁmiwd'mﬁmmhnhd

om o the top, reflecting the order of e-mail server hops
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Identify source server ¢ To determine the mmcm
8 1 :estigat(}l'ﬂ *hould work their way up from the bottom of the <, |
» ifying the originating e-mail server. Cotiveg

sections, ident l i intion to
o timestamps : Pay close attention imestamps withy,
L » sections. These timestamps provide valuable ' *f:

i d through each e-mail server.

Examine e-mail content : Analyze the e-mail’s content for any gy,
& that could lead to the identification of the sender or their intem%

6 Check server logs : It is crucial to examine the logs of aj] el
serversin the received chain as soon as possible. Sen_rgr logs may contz
additional information, such as IP addresses, timmamps, i
authentication records, which can aid in tracing the e-mail.

7. Follow IP addresses : Trace the IP addresséslli,sted'in' the “received
sections to identify the geographic location anid service provider associated
with each hop in the e-mail’s journey. . :

e

8 Utilize timestamp analysis : Tnnestampaare critical for e-mail tracing,

especially since logs may get archive Investigate HTTP and SMTPlsgs
to match timestamps with e-mail s gactivity, helping to verify the

e-mail’s authenticity.
9. Beware of fake headers : Cybercriminals ofien use tools fo crezte
fake e-mail headers with: sm” e-mail addresses. Be cautiousasd
exercise careful scrutiny wh investigating all parts of the e-mail header
to identify inco%%gn%%w P P\
10. Expl eaders : In addition to standard header sections, explre
: nt. These headers may cptﬁtam"/ in information usefd
e-mails. A 4

S |
g’ The d"’m i’;‘zﬂm& process is a legal procedure that involves " |
e i _.msentation of evidence in a legal context: W

;ﬁ!mhhﬁ evidence consists of digital exhibits premenf'ﬁﬂ"’y ]
5t s Ip establish facts and legal theories in a ca5¢:

Witnesses bridge the g R
dence and legal th 3‘P‘htwoontechmcallsaues
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L Inoourt proceedings, exhibita are intrody

and testimony is presente oc a8 ovidenco by either party,

Lo explain Lh
identifying, collecting, preserving, analy o oconsen involved in

evidence. “ing, and inte rproting the
5. :;:‘;t:l': :;;Z‘:i:‘;:fl that the evidence {g relevant, authentic, and not
6 m:ﬁ:ntg:;“f;‘:ﬂ:: :;::::L;;:i 4 :;ld:f:: evived in handling th
. girm:]a:;:x?:.mdem '8 usually latent and requires specialized toos
I i e <o o i

9. Challenges to digital forensics evidence
inaccuracies or omissions in content, co
timing, location, or consistency.

10. The trier of fact evaluates the evidence in conjunction with other
[ evidence to make legal Judgments,

11. Forensic experts formu]al;p_éosl_i_propoéals, timelines, deliverables, and
* risk analyses for the investigation,

12. Flawlessdata acquisition (lmaglng) is essential for evidence admissibility,
and strict protocols are followed to ensure authenticity and maintain a
secure chain of ¢ustody.
.’\(. 2 S50 .
 are the various phases involved in the life cycle of
‘ﬁﬁﬁon process ? Support your answer through
nt examples.

can be made by pointing out
ntext, process, relationships,

. Mﬁon and identification of evidence : In this ata,ge,'digital
forensics experts prepare for the investigation by understanding the
Scope of the case and identifying potential sources of digital evidence.

Examp hey m
le : If a com suspects an employee of data theft, they may
Prepare hy:dentlfjnngatii employee’s computer and relevant data sources.
% Collection and recording digital evidence : Digital evidence is
collected m:: foteﬁaically sound methods to ensure its integrity. This
ml;?involva seizing computers, mobile devices, or servers and making
exaet copies (forensic images) of their storage media.

hlnpl. i pect’ ter and uses

- Law enforcement seizes a suspect’s compu :

' thooh to create a forensic image of the hard drive, preserving
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Storing and transporting digital evidence : Collecteq n:

b 1 d and d inbainits intagm 2
must be securely stored an transported to maintain its integrit Ngg
of custody procedures are followed to do Y- Cha

p ure cument every transfer or hap ..
of evidence. dling
Example : Evidence is stored in tamper-evident bags and trang
in sealed containers to a forensics lab. Ported
Examination/investigation digital evidence : During this

. ey =5 LIS phage
experts conduct a detailed examination of the digital evidence, Ty;,
includes searching for relevant files, examining system 10gs‘ K
identifying potential areas of interest. e
Example : Investigators search a suspect’s computer for files related
a cyber attack, looking for malware or intrusion indicators.
Analysis, interpretation and attribution : Experts analyze the
collected data to draw conclusions. They interpret the evidence ty
understand what happened and attribute actions to specific individuals
or entities.
Example : Digital foreusics experts analyze network traffic logs to
attribute a cyber attack toa particular hacking group.
Reporting : A comprehensive report is prepared to document the
findings of the investigation. This report includes details of evidence
collection, analysis, interpretation, and attribution. It may alse include
expert opinions.
Example : A corporate investigator provides a report to company
management detailing the extent of an employee’s unauthorized data

access. _
Testifyilig + In legal cases, digital forensics experts may be called upot
to testify as expert witnesses in court,They present their findings,
explain the. methodologies used, and answer questions from attorneys
and the court. "
Example : During a criminal trial,
about the evidence gathered from a suspect’s computer and its
to the case. Y-

a digital forensics expert testifies
: relevanc®

. : le
What are the various activities involved in the life cY¢

For - <ics life cycle involves the following activities :

A

'repare : g s
| Case briefings : At the preparation stage, digital forenzllscondmﬁ
gather information about the case, including the alle
potential evidence sources, and key parties involved.




S

A

o

4,

B.

& © C-Sem-3 & 4) Understandin
1

€ Computer Forensics
/’E:,w!;ent terms : Experts est
2

outlining the scope of work, reésponsibilities,
Interrogatories : Legal team
3 (interrogatories) for oppo sing p

the case.

4 Spoliation prevention : Develo
spoliation (intentional destructig

termsg of €Ngagement,
and €Xpectationg.
8 may pre

: pPare written questiong
arties to g

ather information about

ping a strate
n of evidence)
5. Discoveryrequests: Legal teams

opposing parties, including electro
Record :

1. Drive imaging : Creatin
ensures a pristine copy o

.

Tequest relevant evidence from
nically stored information ( ESI).

g forensic images of digital storage medig

fthe origina] data is pregerved

2. Indexing and profiling : Creating an index ofthe acquired data
and profiling it to identify key files and locations,

3. Search plans: Developing.g_egréh's__tratégies and criteria to locate
relevant evidence efficiently,. .

4. Cost estimates : Providing ééfi"m_ates of the resour

¢ ces, time, and
Ccosts required for the__inves;@igatioh.

5 Risk analysis Ident;
handling digital evidence
Investigate : :

g potential technical and legal risks in

L Triage lmages : Py
relevanee an :

v

) ance to the case.
ry : Attempting

to recover deleted 6r-damaged data to
information. £

ches : Employing s
fy relevant data.

len data rewew:E mining tég'énography, encryption, or
obfuscation techniques to uncove

er concealed information,

5, Communication and iteration : Collaborating with legal te ams
and clients, sharing findings, and refining investigative strategies.

Report‘:

L Org VS, Written : Preparing reports that can be presented orally
in court oy submitted as written documents, depending on legal
Tequirementg,

2 Relevant document production : Compiling and producing
relevant documents as evidence in legal proceedings.

. Search Statistic reports : Providing statistical reports on search
®fforts, ine

uding search terms used and the number of documents
ewed
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4 Chain of custody : Maintaining a detailed chmnof\‘
the handling and storage of evidence. Custody i,

document
5 Case log reporting : Documenting the steps taken dyy:
investigation, including the identification of evidence, pr, TINg the
followed, and outcomes. » Procedyre,
E Testify:
1. Testimony preparation : Preparing to testify in court, incjyg;
] "’rg

reviewing findings, preparing visual aids, and anticipating ques;
2 Presentation preparation : Creating clear and compe] ,m
presentations to convey complex technical information to th::e cot:f

3 Testimony : Providing expert testimony i court; explaip;
findings, methodologies, and their relevance tothe case. g

*Qudg_g.l& What are the different types pifhg;t;{l gnalysis that can

be performed on the captured f"m\nsﬁm d e

i

e

F-‘""-f,,-"‘- R 3
i ik,
Gl i e T

:

Following are the different types o?ﬁgltﬂl' al analysis that can be performed on

the captured forensics evidence < h, .

l. Mia ﬂnﬂlysis . L,‘If r:l‘;‘ ) 4§ ‘\:3‘-‘.\3-_4 involves -~ o 4 medla
such as hard drives, USB d syices, Or memory cards. It aims to recover,

: Téretrievefiles, deleted data, and hiddéh informafion, which

caﬂ.ﬁ?%:;l&mw&shgahms involving databwaches,cybercmnes, or

istellectual property theft o I
2. %‘edla maf;gement analysis : Medmmanagement analysis focuses
on ¢ zing and organizing  digital medp, creating forensic images,
Purpose : To maintain thei’ fyandcham of custody of digtd

evidence, ensuring it is admlssfble in court.
& oy
3. File system analysis : File system analysis examines the struct_l“;
data of files and directories on storage me{ha-tions
r actions:

organization, and meta
helps in reconstructing file access history and identifying US¢
and Us®"

Purpose : To uncover file manipulation, file deletion,  overy

interactions with data in cases like fraud investigations 0f -
4. Application analysis : Application analysis involves studyiré
behavior and artifacts left behind by specific software or
including web browsers, email clients, and office suites. . 4o

data such as browsiré hl‘iﬂl i
which can b€ = |

plicatio®™

Purpose : To recover application-specific
email communications, or document revisions,
various investigations.
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e ¢ e Fauin
W analysis : Network :

. X analysis exa
communication protocols, and network dmrgu;[:; network traffic logs,

figurations.
purpose : To trace the source of cyber attacks, identify vyl Lo
and determine the extent of data breaches. nerabilities,

Purpose : To verify the authenticity of mages, ide
and extract geolocation or timestamp ; mformatw;hfy i

: Vi
V.ideo ﬁl::ﬂym ideo analysis involves the exammahon of digital

Purpese : To extract relevant information ﬂ-om vn!eo fmtage
ident.
persons of interest, and establish hmeimes m cases like smeﬂel:ng
foolagﬂ aﬂﬂ]yms 2 Q.

3 'gator The name and contact mformatmn of the
jonsible for ennductmg tha mveshgatwn_

€ ¢ submitter ,Informatlm ahoni: the entity or individual
who's the digital mdenm for examination.
Date of reeelpt The date onwhich the submitted digital evidence was
received by the forensic examiner or the reporting agency.

Date of report : The date when the investigation report is finalized and
officially issued.
D"":ﬂl’ﬁw list of items submitted for examination : A detailed
Inventory of the digital devices and storage media submitted for
examination, including information such as serial numbers, makes,
models, and a brief description of each item.
Identity and ngnature of the examiner : The name and signature
of the forensic examiner who conducted the analysis. e ‘
Brief w .teputam examination : An overview
of the forensic :l::dums, wchm::;m agnd methodologies employed
M“tbmmmmmhmsummmmlp‘aphﬂ image searches
"W\Nﬂng erased files.
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main findings, results, and ¢ .
nc]ns‘mlh

10. Resultslconclusinns : The '
drawn from the digital forensic analysis.

Que l.i?..l What precautions shou

electronic evidence 7

Id be taken while collgey
v ln

‘Answer
1 Ensuring the evidence 18
chain of custody from the c
to the court is one of the mos
9. To uphold the integrity of digit
specific rules.
3. Generally, the following princip
i. Principlel: Law enforceme
must refrain from altering dataon a comput
which may be used as evidence in court.
ji. Principle2:In exceptional situations, if someone nee ds to access
original dataon a computer or storage media, that individual must
be competent to do so and provide an explanation of the relevance

accurately collected and maintaining 4 |
rime scene to the investigator and ul tjmmea:r
t crucial measures. ety

al evidence, it is necessary to adhere f;

les apply :
nt agencies or their representatives
er or storage media,

and implications_pftl;eﬁ‘ actions.
Principle 3 : An audit trail or another form of record for all
processes applied to com'puter-based electronic evidence should be
generated aﬁ&';‘f_j;ge'sewed. An impartial third pa ghould have the
ability to review these processes and achieve the same results.
iv. Principle : The individual overseeing the investigation bears
© overall responsibility for ensuring compliance with the law an

4, these principles.

. ChainofCustody s =

8. | Write a short note on: chain of custody concept:

. 'aﬂs
. vestigat!
cs 10VER"  ind

L mntrql concept in cyber forensics or digital fore nsi ;
and : id custod? ” This process validates the collectio™ % -E:‘Jurt of
ind protection of various types of evidence on its journey 5

law.
that th

g AR
N:nain ‘dmt;epnllﬂtenﬂy protect all pieces of evidence so W 5
sible in court. Professionals in fore B 12 investié
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Understunding Computer Forensics
d that without a propor hai

anderstand Proper chain of custody, th

evidence diminishes, 8o they trea g evidence ag ijf" it r:a;allz:eu::dt }:
litigation.

: i information about its orie
and handling from acquisition onward. ut its origin

& The chainof custody is a chronological written record that identifies the
individuals who had custody of the evidence from the moment it was
collected until its final disposition.

hair : : elevant evidence ig collected and
remains intact until the evidence ig properly disposed of Tt assumes
continuous accountability, and this

: accountability is erucial because
improper maintenance can render the evidence inadmissible in court,

*

Yo P A
LT

o s
e o ¥
"? ] T < ¥
hE i}

branch of digital forepﬁ%‘t}iﬁﬁ%éﬁses on the

=

, and investigation of gg%mrk-\ﬁafﬁc and data to
y incidents, cyber attac}%;ﬁﬁﬁ gther’network-related

s

alysis of network data to
tify malicious activities, and
! live purposes.

ork forensics is a critical component of modern cyber security,
i organizations detect, respond to, and investigate security

ole in maintaining the security and integrity of networked
is essential for both proactive threat detection and post-
G : ion of network data: i luding
nsics begins with the collection of network data; inc

_ (PC&?;, log files, and other network traffic records.
sources provide a detailed record of network activities.

ta is then analyzed to identify anomalous or suspicious

Ll - i
14




Cyber Security 4-19 W (CC. -

—
~—

R

R s o vt =

Following are the phases involved in computer forensics i

1. Secure the subject system : The first and most.u(:ue::ﬁ a:;z -
secure the subject system to prevent tampering or unauthorized clfa,l;tu
during the investigation. This involves physmally isolating the system ?
taking measures to ensure that no one can access or alter its data. y

2. Take a copy of hard drive/disk: In many caaes ‘it’s essential to create
a forensically sound copy of the hard dnveldm’k This copy is a bit-for-hit
duplicate of the original storage media. It ensures that the original data
remains unchanged while mveshgators ‘work with the copy.

3. Identify and recover all ﬁbs . ’I‘he investigation involves identifying
all files on the storagemedm, ineludmg those that may have been deleted
or hidden. Specialized forensic software and techmques are used to

recover deleted or ¢ obscu.reﬂ files.

4 Accesdﬂewlcbpylndden, protected and temp files: Investlgators
Zc hidden, protected, and tem;aorary"ﬁles These

ﬁéﬁaﬁ’%ﬁg ' mluable evidence or qurmatlon about the user’s
ivities ammtenhons

5 mdy spe%a]” areas on thedrive: épee:tal areas on the drive, such
residual datafrom previously deleted files, may yield

uable ' formation. Theségareas examined to find remnants of
data that cou]d be relevant t&.”- 46 investigation.

6. Investigate application and pmgram data : The settings and dat2
from applications and programs used on the system are scrutinized
This includes examining web browsers, email clients, and any other
software that might contain relevant information.

7. Consider the system as awhole: Investigators must view the bYStetj:
from various perspectives, including its structure and overall '-‘0““;"
This includes examining the file system, registry entries, system ﬂegr"‘;
and any other components that may provide insights into the -
activities. ity ¢

8. Consider general factors relating to the user’s “ctmuwr
Investigators also consider general factors related to the users wmfwrv »
habits and behavior. This can include user profiles, brow rsing wamoﬂ-
and any patterns of behavior that might be relevant to the i0ves
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Create detailed and mnnidemd\

compiles all the data and informag; .
documented report. This report, typ; : etailed and wel)-
evidence, the methodology used, findings,

A. Things to be avoided :

1. Changing date/time stamps : It is essentialto avoid altering date and
time stamps of files, as this can compromise themtegﬁtyof the evidence
and potentially mislead investigators. Chy

2 Changingdata: Modifying or tamperi
strictly avoided, as it can resuﬁfm
render the evidence inadmissible 2

Y

B, .’ﬁ’,
ng with the data itself should be
1ss of critical information and

3 “Uverwriting unallocated space,
» Should be prevented, as it may
hat could be relevant to the

B. o 7

L isimperative to have an engagement contract

iencing an investigation. This contraet outlines the
litions of the service, definés the sespe of work, and
8 the legal framework for the inve gation.
2 psuré Agreement (NDA)': A non-disclosure agreement is
ect sensitivegnformatiod and maintain confidentiality.
computer forensic;’é@ IIIIII yry and the customer must agree to
abide by the terms of the ND. ""‘*;?.feguard the integrity of the
investigation. v,

& Customer agreement : Customers of computer forensics laboratories
must agree to adhere to the terms and conditions specified for the
Services provided. This agreement ensures that both parties understand
their obligations and responsibilities throughout the investigation.

4

Legal definitions : Certain legal terms and definitions, such as
“"“ﬂtomer," “default,” “the company,” and “engagement,” are crucial to

ing the roles and responsibilities of each party involved in the
investigation. These definitions help establish a clear understanding of
the contractual relationship.

e
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Qg@ 4.22. I Which important elements are addressed in g il
alca

investigation engagement contract 7

Answer '

Following important elements are addressed while drawing up a f,

investigation engagement contract : Orensieg

1. Authorization :

Authorization defines the scope and purpose of the forepg
_ nsic

investigation.
It clarifies what specific actions the invesi_:iga{:ur is authorized ty
undertake and the objectives of the investigation.

#i. The contract should specify whether the aﬁtﬁqx_jzation covers a full

investigation, a specific incident, or a defined set of actions.

ijv. This ensures that the investi tor k 7s the boundaries of their
work. '

9. Confidentiality :

i  Confidentiality provisi
and ensure that the

1.

s are c:rucla] to protect sensitive information

t;iggf'lbn remains discreet and secure.

’ Qata and the integrity of the process.
tline the confidentiality o_BliéEitions of both
d investigator’s responsibility ’l;q\_bandle data
dlient’s expectation of privacy.. "

e financial aspects of

i

inVi ti._g_afor will be compeﬂsatEd

4 i : o fee
iii. The contract should detail the payment structure, mc‘“dmﬂ,the o
structure, billing frequency, and any additional costs O expe

that the client may be responsible for.
iv. It should also specify the payment method and deadlines:

4. Consent and acknowledgment : o ties
i  Consent and acknowledgment clauses ensure that '—35:;5 of the
understand and agree to the terms and condit
engagement.
ji. They provide alegal record of the client’s consent. the lie?!
fi. The contract should include language i dicating that Cipatt”
d acknowledge'

consents to the forensic investigation an _
investigator will follow legal and othical standard®




ﬁ g3 W (CC-Sem-3 & 4) Understanding Computer Forensics

'f " Limitation of liability
i Limitation of liability clauses define the extent of the investigator's
: responsibility and potential liability for damages or losses that may
occur during the investigation.
i The contract BhOUId specify the limits of the investigator’s liability,
such as the maximum amount they may be held accountable for in
4 case of errors, omissions, or breaches of contract.

— Highlight the key steps to be performed in solving a

puter forensics case.

"'YB
,g__us "‘4. 1
N

Tz,

aken‘%ﬁ*en solving a computer

ollowing are the key steps to be undert
Yoy o @

oy T

RT-
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3. Examples of well-known social networking sites include p
Instagram, LinkedIn, Pinterest, and Snapchat, among m;""“i.

Security threats : Secmtythrentsthatmnemanate&omw

sites are listed below : OetWorkiny

L. Corporate espionage : Social networking sites can be g g
information leakage for organizations. o

2 Cross-site scripting (XSS) : XSS attacks occur when attackery; injes

malicious scripts into web pages. On social networking sites, thjg
Jead to the theft of user data or the spreading of malware. r

3. Viruses andworms.\"lrusesandwormscanbewthrmghlmh
attachments, or malicious apps on social networking ites
infecting users’ devices and compromising thexrsecmty v

4. Social networking site aggregators : Aggmtorm%escanbem
to aggregate and exploit user mformatlon mtlmut timr consent, leading
to privacy breaches. ‘“

5. Social networking specific phishmg thhmg attacks target user
with deceptive messages. Social nel;workmg sites provide attackers witl
information to personalize these at:tackg making them more convincing

users’ feeds, messages, or notificati

12. Stalking: Somalnetwurhngmtesbeexphltedbym]kmw

information about their targets. /
- RITEET -‘__r

e8!
-m“mmmmpumw’“”

[ |
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_ owing are various challenges in computer forensi
ng 1C8 ;

~ pata volume challenge : Investigati
ikt \nvestigating vast
mcludmg large storage capacities, billions of me amounts of digital data
and online documents. ssages, indexed webpages,
8,

1 g:lttaal dat:fnakmg'g r:: giﬁ"ifsﬁcem about the potential alterati
: ) to ascertain the authenticity ofejiézn ¢
pnvacy c(?ncerns Protecting individuals’ privacy amid : -t
intelligent information retrieval, and pattern analysis. data mining,
Ad:aptation to technological advancement: Theneed @ switt
Y " i 1}’

4 A
adapt to new products and innovations wit liable examination and

analysis techniques.

EAREL . _recognition : Recognizing the rapid
lution of technolo its impact on investigationsto prevent lost
and ineffecti i

-time

on complexity :'A'ddressing Jegal issues,
elaims in real-time data

g jnadvertent damage:

alterations
and pobenhal activation
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4 Forinstance, lo view directory contents from a file system ; i
| ! I N
g gystem structures to display the relevant infq, n.‘f Ilu._ Lol
LE] Inn

process fil
These structures serve as layers of abstraction in the datg

o

B. Quantity challenges :
Digital forensics faces the “quantity challenge,” characterized |
Gl Dy ||.,|-

I
sheer volume of data to be examined.

92 Analyzing every individual piece of data is inefficient.

3 To address this issue, data reduction methods become necessary
Data reduction entails the consolidation of data into larger events o
exclusion of known data. Lhe

5. Data reduction techniques serve as instances of abstraction layers i

this context.

Que 4.27. ’ What are the legal challenges associated with computer

forensics 7

Answer I
llenges associated with computer forensics

Following are the legal cha
1. Legal jurisdiction and eross-border issues : The global nature of
the internet often leads to investigations involving multiple jurisdietions
Determining which legal framework applies and obtaining evidence
across borders can be challenging.
pvestigating

g a balance between i :
hts is crucal

9. Data privacy and consent : Strikin
potential wrongdoing and respecting individuals’ privacy rig
Gaining consent to access or analyze digital data, especially in privat®
settings, can be a legal hurdle:

3. Search and seizure laws : Computer forensics often involves seazul.f.’
and searching digital devices. Compliance with search and se1zure 1
including obtaining proper warrants and ensuring the legality of eviden®
collection, is paramount.

4. Chain of Custody : Maintaining a clear and unbroken chain of L"““i;
for digital evidence is essential for its admissibility in cOuf : EI}II:I
that evidence has not been tampered with or altered durt®s”
investigation is a legal requirement. ol

5. Authentication and admissibility of digital evidence * PrTL:*r
the authenticity and integrity of digital evidence can be rh;}ltﬂ;nslﬂ

4 for

Legal standards for admitting digital evidence may Vary =
experts must adhere to these standards.




sﬂW (CC-Sﬂm'3 &4) Underatanding Computer Forensics
| ﬁ witness testimony : Computer forengics experts may he
~quired to testify in court. The admissibility of their testimony, their

ahﬁcntinns, and. their ability to communicate complex technical
ation to non-expert judges and juries can be challenging,

tility of digital evidence : Digital evidence can be volatile and
ily altered. Ensuring that evidence is collected and preserved in a
T that stands up to legal scrutiny is essential.
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Need for an Information Security Pol iey.

m—

m What is an information security policy ? Why is an
information security policy important ?

Information security policy :

1. Aninformation security policy is a formal document that outlines an
organization’s approach to protecting its information assets.

2. Itdefines therules and procedures that employees and other stakeholders
must follow to ensure the confidentiality, integrity, and availability of
information. 2 oy

policy : An information security
izations to :

Important of information secﬂi‘i
policy is important because it hel
L Protect their informatio

disclosure, disruption, mod

ets from unauthorized access, use,
tion, or destruction.

regulations. _
al losses, reputational damage, and other

ecurity incidents.

What are the benefits of having an information security

An

The benefits of having an information se c_lifity policy include :
Reduced risk of security incidents.

Improved compliance with laws and regulations.

Reduced financial losses.

Protected reputation.

Increageq customer trust.

Improveq employee awareness and accountability.

%‘53- What are the key components of an information security
Imliey

p“‘icy-; How ¢o develop and implement an information security
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Answer |

Key components : The key components of an information security polie
include :

1. Astatement of purpose.
9. A definition of the scope of the policy.

3. A description of the organization’s information assets and the”
classification. ,

4. A description of the security controls that will be used to protect
information assets.

5. A description of the roles and responsibilities of emplo'yees and other
stakeholders. -

6. A description of the process for reporting and i"es_ponding to security
incidents. \

information security policy, organizations should follow these steps:

1. Assess your risks : Identify the information assets that are ml;}ﬂ@
critical to your organization and identify the threats and vulnerabilities
that could impact those assets.

2. Develop your policy: Based on'your risk assessment, develop_-t}:@]i
that outlines the rules and procedures that will be used to protectyour
information assets, < VN

3. Communicate and _,t_i'zi'in your employees : Once your policy ‘5;
developed, communicate it to all employees and provide training on the
policy requéggments. |

4. Monitor and enforce your policy : Monitor employee complianc®
with the policy and take disciplinary action against employees who violat
the policy. 4

5. Review and update your policy regularly : Review your policy

regularly to ensure that it is up-to-date and effective. !

Que 54. I Why do India need cyber laws ?
Answer l

1. Cyber law has been established as a framework to grant €82

acknowledgment to all the risks associated with the use of comp!
and computer networks. I
ding

o ‘::;tllmlm the scope of cyber law, various aspects are addressed, inclu il
Olfenses committed through computer usage.
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s In dia’s initin} cyber .law, the I’.I‘A 2000, was enacted by the Indian
pParliament with the aim of establishing the legal foundation for electronic
commerce in the country.

4« The Indian government recognized the necessity of enacting pertinent
cvber laws to regulate computer-related transactions conducted over
the Internet within India.

Bt comprehensively manages all facets, issues, legal ramifications, and

conflicts within the realm of cyberspace, the Internet, or the World

Wide Web.

The rationale behind introducing cyber laws in India ean be summarized

as follows :

Despite India’s well-established legal system, covering various past

and potential scenarios, there are gaps in addressing newly emerging

internet technologies. To bridge this gap, it is imperative to establish
suitable laws, given the increasing use of the internet and other

computer technologies in Indi N

i, There is a need to legally recognize the significance of the internet,
considering it is one of the pr jominant platforms for conducting
business in today’s gl andscape.

i

_ Wayaf’
all these factors into account, the Indiar
ion Technology Bill on May 17,2000,

3

"dresses cybq"?glagvs anﬁ.ggtabliﬁhes the legal framework

A 20
onic records and other activities conducted through electronic

[ PART-Z
uction to Indian Cyber Law.

eB.5, | What is Indian cyber law, and what is its primary

Objective 2

Tsnh::l:y ber law : [ndian Cyber Law, formally known as the Information
lega] 8 Act, 2000 (ITA 2000) along with its amendments, is the primary
amework goyerning cyberspace and electronic transactions in India.

h_-
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Primary objective of Indian cyber law : Its primary objectiyes
follows : il

L. Legal recognition : The ITA 2000 provides legal recognition to electran;e
documents, digital signatures, and electronic transactions,

2. Cybercrimes: The act addresses various cybercrimes such as hacking
identity theft, data breaches, and the spread of malware, ’

3. Data protection and privacy : The ITA 2000 and its amendments
include provisions for the protection of sensitive personal data and
information. It outlines rules and regulations for the collection, storage,
and processing of personal data to safeguard individual privacy.

4. Digital signatures : The act recognizes digital signatures as a means
of authenticating electronic records and transactions.

5. Electronic commerce : The ITA 2000 facilitates electronic commerce ]
by providing legal certainty for online contracts and transactions.

6. Cyber security : The act promotes the establishment of cun%puber
emergency response teams (CERTs) to handle cyber security incidents
and threats. It encourages the development of cyber security practices
and standards.

7. Intermediary liability s The ITA 2000 defines the liability of
intermediaries, such as internet service providers and social media
platforms, for content hosted on their platforms. . .

8. Cyberterrorism:Theact aﬂdresses cyber terrorism by defining gﬂens::
related to using computers or communication devices for terrorl
activities. o _ ,

: e : in

9, Jurisdietion : The act outlines the jurisdietion of ]':ndxan courts
matters related to cybercrimes and electronic transactions. .

: i : 0

10. Penalties : The ITA 2000 prescribes penalties and pumshmensiter
various cybercrimes, including fines and imprisonment, b pace.
individuals and entities from engaging n illegal activities in cybers

Que 5.6. l How has Indian cyber law evolved over the
address emerging cyber threats ?

Answer |

Here is an overview of how Indian cyber law has evolved : il

v n
1. Information Technology Act, 2000 (ITA 2000) : This was 0

e , ed 168,
legislation that laid the foundation for Indian cyber law. It provt ctromi©

e

years to

s i . : : ele \
recognition for electronic transactions, digital signatures, and cleat : 11
records. However, as technology rapidly advanced, it becam® |
the law needed to be updated to address new challenges: rf},hﬂf A

3 : o
2. Amendments in 2008 In response to the growing I111|mrt;|mrm 7000 .l"
1€

security and the need for enhanced legal provisions, |
underwent significant amendments in 2008, These amen<

imuﬂtﬁ

.

———




5-6 W (CC-Sem-3 & 4)
-F"'—.-_——.—__ M o
aimed at addressing various aspects of cyber threat
protection, cybercrimes, and the role of intermediari

3, Data protection and privacy : The ITA 9
introduced provisions related to data

Introduction to Seey rity Policies & Cyber Laws

8, including data
es.

000, as amended in 2008,
protection and privacy, It included
n, storage, and processing

rules and regulations governing the collectio
of sensitive personal data and information,

4. Cyber crimes : The 2008 amendments e
cybercrimes and introduced new offenses rel
identity theft, and the spread of malware.
evolving nature of cyber threats.

xpanded the definition of
ated to unauthorized access,
These changes reflected the

. 6. Intermediary liability : The amendr
} intermediaries, such as internet se
platforms, for content hosted on ¢,
for the removal of unlawful ¢
expression.

1. Cyber terrorism : The 3

fied the liability of
providers and social media
orms. It introduced provisions
ent while protecting freedom of

‘4s amended, included proyisions to
by defining offenses related to the use of

nts : Over the years, the IT
‘amendments and revisions to addr

 1e gislal e changes, India has
tegies to enhance its ability
These policies aim to strengthen
ture and promote cyber security

2%t | Explain the legal framework that governs cyber
activities in Indja,

The leg.ﬁl framework that governs cyber activities in India is primarily
ased on the Information Technology Act, 2000 (IT Act).
i " The IT Act is a co

mprehensive law that covers a wide range of isgues
Telated ¢, electronic commerce, digital signatures, and cyber security.
x.. Some 0f t

| N he key provisions of the IT Act that are relevant to cyber
/
4

Wities include -
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i.

il

iv.

i

iv.

5. The Indian government has also est

This section defines various cyber offe
Nce

Section 43 :
heft, and denial-of-service attacks, 8, Such, o

hacking, data t
Section 66F : This section defines cyber terrorism and ppgy;
punishment of up to life imprisonment for this offence, OVides fy,
Section 72A : This section empowers the government ¢
websites and other online content that is found to be OE
defamatory, or harmful to children.
Section 79 : This section provides for compensation to victimg
of

cyber crimes.

block
Scene.

In addition to the IT Act, there are a number of other laws and regulatig
that govern cyber activities in In 1§

dia, such as:

The Indian Penal Code, 1860 : This code contains a number of
provisions that are relevant to cyber crimes, such as those relateq
to theft, fraud, and forgery.
The Evidence Act, 1872 : This act contains provisions on the
admissibility of ele ctronic evidence in court.
The Copyright Act, 1957 : This act protects copyright in original
literary, dramatic, musieal, and artistic works, including those in
digital format.
The Trade Marks Act,
registered in India, including
goods and services.

1999 : This act protects trademarks
those used in connection with online

ablished a number of institutions to

deal with cyber crime and cyber security. These include :

i

~ law enforcement agencies, and issuing securi

jiii. The National Cyber Security Coordinator

organi

A Ri

Quess

T bl
..tlf 3

The Indian Computer Emergency Response Team (CERT:
security in India. Itis

In) : CERT-In is the nodal agency for cyber
responsible for responding to cyber incidents, coordinating wit
ty advisories.

The Cyber Appellate Tribunal (CAT) : The CAT is a tribundl
that hears appeals against orders passed by CERT-In and other

authorities under the IT Act,
(NCSC) : The NCC
It is responsible 2

is the apex body for cyber security in India.
t agencies

coordinating the efforts of various governmen
stakeholders to protect India from cyber threats.

What are the rights and obligations of individuals o

zations under Indian cyber law ?

def

ghts of individuals : Individuals have a number of right® .

Indian cyber law, including the right to :
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privac : Indixlriduuls have the right !;o protect their personal information

) from u_nauthonzed access, use, or disclosure.

) Access to information : Individuals have the right to access information
that i held by the government or other organizations about them.

. e speech : Inc_lividual:s, have the right to express their views and
opinions freely online, subject to certain restrictions.

4 Compensation : Ipdividuals who are victims of cyber crimes have the
right to compensation from the perpetrator of the crime.

B. Obligations of individuals : Individuals also have a number of
obligations under Indian cyber law, including the qpligqtion to:

. Not engage in cyber crimes : Individuals must not engage in any
cyber crimes, such as hacking, data theft, or -cyber?tgrygrism.

9. Respect the privacy of others : Indwldual must not violate the
privacy of others by accessing their personal infor Jation without their
consent.

3. Not post defamatory or obsce nt online: Individuals must
not post any content online that or harmful to
children. <

C. Rights of organization
under Indian cyber 1 inch

L Protect their intellec
protect their intellectu
trademark,_f;cfi’ﬁi-"iﬁﬁu )gemen

2 Protectt heir b}lSiiie'ss dat

eir busige_iss‘data from unauthorized access,

3, ; ﬂake actib;? against cyber criminala-.;zj._;gaxjizations have the right

totake legal action against cyber criminals who damage their business
: (Lb.ﬁgﬁfti" »ns of organizations ':f.éi"gfamz'ations also have a number of

. obligations under Indian cyber law, including the obligation to :
.Impl‘mlent reasonable security measures : Organizations must
‘::Plement reasonable security measures to protect their information

° Rzets from cyber threats.
cﬁrf‘frt cyber incidents to CERT-In : Organizations must report
Te a:1m cyber incidents to the Indian Computer Emergency Response

3. (CERT-In) within a certain period of time.

ws and regulations : Organizations

CO =
mu:;pll’ with other applicable la
comply with other applicable la lated to cyber

Becurity and privacy.

ws and regulations re

What are the latest developments in Indian cyber law ?
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Answer |
in Indian cyber law include :

The latest developments
1. The Digital Personal Data Protection Act, 2023 : This Act y}:
mber 2022, 18 India’s first comprehensive Jaw :):(fluch

ata

was passed in Dece
¢ establishes a number of rights and obligations
. i lor

protection. The Ac i :
individuals and organizations 11 relation to the collection, uge
disclosure of personal data. , and

2. The Information Techno

logy (Intermediary Guidelines anqg

Digital Media Ethics Code) Rules, 2021 : These Rules, which wer
notified in February 9021, impose a number of new obligations 03
intermediaries, such as social media platforms and search engines. The
Rules include requirements for intermediaries to take down illegal
content, to provide information to law enforcement agencies, and to

appoint grievance officers.

3. The Indian Cyber Crime Coordination Ce
established in February 2021 to improve coordination between law
enforcement agencies in the investigation and prosecution of cyber
crimes. The IC3 also provides & platform for victims of cyber crimes t0

report their complaints.
4 The National Cyber Security Strategy, 2020 : This strategy; which
was released in October 2020, outlines the government's approach to

cyber security for the next five years. The strategy focuses on a num r
of areas, including capacity building, and education, and

international cooperation.

ntre (IC3) : The IC3 was

awareness

| PART-3
Objective and Scope of the Digital Personal Data
Protection Act, 2023. e —

Que 5.10. | What is Digital Personal Data Procection (DPDPLASY
2023 ? What are its main objectiveé ?

Rower_|
P) Act, 2023152 law all)f the

1. The Digital Personal Data Protection (DPD
Parliament of India to provide for the processing of digital person 8*1:
in a manner that recognizes both the right of individuals to protect tﬁel
personal data and the need to process such personal data for ot

purposes.
9. The Act applies to the i i aniz o
s ; processing of digital personal data by or83" " nal
within th‘? territory of India, as well as to the processing of digitfEIJ ptr;:,g]s
data f)uts:de of India if it involves providing goods or gervices {0 indiv?
within the territory of India.

a ti{)
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The Act dEﬁneS “d.lgltal personal datan a

g . : : Sanyd :

3. who can be 1det}t::ﬁed, du"ectly or indirectly, ig tha;;l abopt an individyg]
combination with other information. Particular form op i,
Examples of digital personal data include name

4. email address, phone number, TP addross locat,isgd;;:s, date of birth,

data. 4, and financija]

5. The DPDP Act is a significant development in In
to have a major impact on the way that organ;
disclose personal data.

diap law and is expected
zations collect, use, and

Main objectives : The main objectives of the DPDP Actaare to :

1. Protect the right of int_:'lividuals to privacy and to. pl‘ote e
data from unauthorized access, use, disclgsure, modification, or

by organizations.

gital personal data in

Que 5.11. | What are the nghtsgwento individuals by DPDP Act ?
Also mention the obligat_iQi_ig_ iﬁipgsed on organizations by DPDP

Act.

What are the impli_cait'iqﬁs of the Digital Pef__s“onal D rpi;gactmn
Act 2023 for businesses and individuals? = :

£ %05

i e é o, ! S
=T e, b i
ﬁ By T, & v

Blghts g;:r\en : f;owin dividuals : The DPDP: Actest ablishes a number of
Tights for mdlwduals, including the right tg o

1 ACCess thei?pérs ’é onal data.
2. Correct their personal data., -
3. Erase their personal data.

% Object to the processing of theirpe
5 7
B

Ig_diial data.

* Obligations imposed on organ_izi'fi}?:;s including the obligation to
anumber of obligations on organizatiors

Port their personal data. o DPDP Act also imposes

sing their personal data.

L Obtain consent from individuals before proces tect personal data.
4 Implement reasonable security measures A3

3. bt - . - .

4, Notify ndividuals of data broache” ding their personal data.

Respond to individual requests Te82"
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Answer l i

1. The scope of the Digital Personal Data Protection Act, 2023 ig 1
encompassing the processing of digital personal data withih [n:f-‘(}atl,
related to Indian goods and services. k!

2. The DPDP Act defines "digital personal data" as any daty
individual who can be identified, directly or indirectly,
form or in combination with other information.

: about gy
in that particy]s

3. The DPDP Act applies to the processing of digital personal daty by
organizations within the territory of India, as well as to the processing of
digital personal data outside of India if it involves providing goods or
services to individuals within the territory of India.

4. The DPDP Act covers a wide range of data processing activities, including

collection, storage, use, disclosure, transfer, and disposal of digital
personal data. .

5. The DPDP Act also applies to the processing of digital personal data by
government agencies, but it provides certain exemptions for government
processing in the interest of national se¢urity, public order, and prevention
of offences. :

6. Overall, the DPDP Act has a bro a&"géé'pe and covers a wide range of data
processing activities__t.h!:ith_in':ﬁhq public and private sectors..

TR

. | PART-4|
Intellectual Property Issues.

Que 5.13. | What is intellectual propert,y (IP) ? What are the differe
types of intellectual property ?

Answer

operty the"

Intellectual property : Intellectual property is a category of ProP"™
includes intangible creations of the human intellect. . oty
i s of intell®
Types of intellectual property : There are many types of 1%

, “'l“ln
3 2 The ]JL"»"‘t'kII
property, and some countries recognize more than others. The
types are :

oicallf

b ' FHME, y e

1. Patents : Patents protect inventions for a limited period of f-l::‘l‘ produ¢ &
20 years from the date of filing. Inventions can include o

processes, or machines,

2. Copyrights : Copyrights protect original works of aut! n last’
books, movies, music, and software. Copyright protect!
life of the author plus 70 years.

l“.h w
/ []'l“vJ

<hlf S
thot sh ‘f ' fol
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demarks : Trademarks protect words, symbols, and designs that
3 'I‘rﬂused to identify the source of goods or services, Trademarks can be
a:;;isi;ered for renewable periods of 10 years,
i\

Trade secrets : Trade secrets are confidential info
: pusiness an advantage over its competitors, Tra
formulas, recipes, and manufacturing processes.

rmation that gives a
de secrets can include

.| What are intellectual property (IP) issues, and why are

Intellectual property (IP) issues :

1. Intellectual property (IP) issues refer to
related to the protection and management,

2. Intellectual property encompasses i
mind, such as inventions, artistie

legﬁlandﬁthlcal challenges
f _intél_]e%tuél property rights.
tangible creations of the human

Importance of IP in th
era because the digital e
¢opy, and distribute IP.
other IP disputes. Here ar

€ra:

era : [P issues are important in the digital
nt has made it easier than everto create,
185 led to an increase in IP infringement and
me specific examples of IP issues in the digital

advertising
Tl‘ade Secre

co

Mmputer systemg to st

th eal confidential information, or when
™ Wnload trage Secrets from the internet.

e '

or &l Provig

o izat:
!‘gﬂmzatmns may face,
F(illowj

. e go

€ examples of common IP issues that individuals

amples of common IP issues that individuals or
May facg .
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1. Copyright infringement This can include unauthorized .
distribution of copyrighted material, such as books, movies
software,

Opﬁng or
’ mllﬂiC. ang

9. Trademark infringement : This can include unauthorized g, f
trademark in a way that is likely to cause confusion among eon ’*Umz,. a
For example, using a competitor’s trademark in your own “d"eﬂising:,'
product packaging.

3. Trade secret theft : This can include unauthorized acquisition or ygq
of a trade secret, such as a formula, recipe, or manufacturing procegg

4. Patent infringement : This can include making, using, or selling g
product or process that is protected by a patent.

5. Counterfeiting : This can include manufacturing or selling goods that
are designed to look like or be passed off a8 the genuine product of
another company. A

6. Plagiarism : Thiscan include copying someone else’s work and passing
it off as your own. . 4D :

How can busine_s.se:s_t. hﬁ_d:_j,ndividuals protect their

intellectual property rights ! thedxgltal domain ?

A f&%ﬁéinesseg

L Registering theit IP rights : Registering [Prights, suchas tréademarks
and copyrights, can help to deter infringement and make it easier 0

enforce IPrights in the event of an infringement.
2. _Ifr_l'fevelop\;ffiqfé:mﬁréhensive 1P policy : This policy should outline how

the business will create, protect, and uséfitg_:_IP agsets.

Br
i

3. Using technical measures ; Businesses can use technical measures,
such as encryption and digital watermarking, to protect their IP from
unauthorized access and use j

4. Educating employees and cus!;omefii . Businesses can educate their
employees and customers about'IP rights and the importance ¢
respecting those rights.

5. Monitoring online activity : Businesses can monitor online activity
for signs of IP infringement.

6. Taking legal action : If IP infringement is discovered, businesseés can
take legal action to enforce their IP rights.

B. For individuals :

1. Understand IP laws : Educate yourself about IP laws and

apply to your digital activities, especially if you create content.
or inventions,

hgw they
goftwares

>
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ght and licensing : Always respect copyright laws

copyri

ct g s .
Resp® | content. Obtain proper permissions or licenses for

- when using digital

copyr ghted mate rial.
tect personal data : Be mindful of the personal data you share

3. Pnliome Understand privacy policies and control who has access to your
Q .
data. . -

U girone passwords: Protect your online accounts and digital assets

. with strong, unique passwords.

5, Report infringements : If you encounter IP infringements online,
such as piracy or plagiarism, report them to the relevant authorities or
copyright holders.

¢ Consult legal advice : Ifyou have questions about IP rights or believe

your rights have been violated, seek legal .-;advice.';from an attorney
experienced in IP law. S

e latedLegzsla fion_ in I ndia.

I :.gz;i:jr-related legislations mhldlaare
T ts Aet; 1970 : This law governs pag__t;éhts in India, defining the
ff‘lghts and procedures for inventors to protect their inventions for a
Specific duration. FN» U
2 WQOP htAct, 1957 : It deals with copyright protection for literary,
artistic, musical, and other creative works. The Act also addresses issues
related to performers rights and the protection of cinematographic films.

3. The Trademarks Act, 1999 : This Act governs the registration and
Erotectlon of trademarks in India. It defines what can be registered as a
rademark and outlines the rights of trademark owners.

4 ;
:;!l_e dDeSIg'nS Act, 2000 : This law governs the registration and protection
| Industrial designs in India, ensuring the exclusive right to use the
. e5ign for a specified period.

g?:ti'i‘i)graphical Indications of Goods (Registration and
S n) Act, 1999 : It provides protection to geographical
) f:nsux.'ing Fhat Pruducts associated with specific regions
6 The semihe“' unique identity and quality.

This conductor Integrated Circuits Layout-Design Act, 2000 :

Act
@JL(:IUB

mdlcationg
Maintain ¢

s Protects the layout designs of integrated circuits and provides
€ rights to creators of such designs.
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1.  The Plant Varieties Protection and Farmers' Rj
This legislation governs the protection of plant varje
of plant breeders and farmers.

8 The Information Technology Act, 2000 : While pri marily foeygeq .
electronic transactions and cybercrimes, this Act alsg addresges iy
related to electronic records and digital signatures which
the digital domain.

1.1-|.'H FJ.“I'I ||'|g. rI'Hh| :

]
g

dare L'r'm;];,! in

PART-6
Patent, Copyright, Trademarks.

e

Que E.IE.l What is a patent ? What are the requirements for
obtaining a patent ?

Answer
Patent :
1. Apatentis alegal document that grants the inventor exclusive rightsto
make, use, and sell an invention for a certain period,

It is a form of intellectual property protection designed to encourage
innovation.

b

3. Itprovides inventors a limited monopoly on their mventions inexchange
for disclosing the details of their inventions to the public,

4. The invention may be a product or
non-obvious.

Requirements for obtaining a patent : To obtain a patent, an inwﬂf-l“."f
MUSt meet certain requirements, which can vary slightly from one coun(r}
to another but generally include the following key criteria -
L.~ Novelty : The invention must be new and not previously disclosed f
known to the public before the patent application’s filing date
= N?n-uhﬁnuﬂr'&“ : The invention must not be obvious to somett
skilled in the relevant field of technology. |
sd3 1= SRl
3 UHEfT.IlI]'E'BH or l.ltlllt}" : The ill\'l.'ﬂlE[r|1 must have a 1_&[':11'1'.1‘3.[ l“lll:;t.

application. It should serve a functional purpose or provide some Hils
benefit,

a process that is new, useful, and

4  Bubject matter e]j
lr]lh{i ble for
machineyg |

LT m = . 1 I'"' L
gibility : T invention must be of a Lypt :
Patent protection, Ip of

i "8 il i - id ust
nanufactures, tOmpositions of matter, or new an
HOprovements Ly any of the

b Adrquuu-dim-lnuun-:'I'1u-
r'lllnjjll'Tl' l‘]i-m “[J!rnn al 1Iu-
field L understand anil repl

Heneral, patents can cover p

B cutegaries "

Patent application must provid “. | in LY

Mvention, enabling someone skill
R R T
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16V
ecificity : The patent application should include one or mo
re

6 Claim SP :
cJaims that define the precise scope of the invention.

What are the ri

ghts of a patent holder ?

er

. are the various rights of a patent holder:
. o use : The primary right of a patent holder i
use, and sell the patented invention.
2 Monopoly : A patent provides the patent holder with a temporary
over the patented invention, allowing them to control its
ial beneﬁ_t_:’{é from it.

monopoly
commercialization and derive financ
3. Legal enforcement : The patent holder__\_ha':’;éjE the Jegal right to enforce
agal stf_jx_::\ﬂividuals or entities

their patent rights by taking legal action again
that infringe on their patent.

4 Licensing:A patent holder ¢
permission to use the patented 1

5. Transferability : Patent
them as collateral for loa

6. Exclusivity in sp cific t
apply within the juris

o :
using, selling,
yarty is unawar
. In cases of jpfete
hich ;qay:"ii_l_'qlude' compensa
ﬁ"ihgément.

g the exclusive

licenses to others, giving them
ioln--m"exchange for royalties.
ir patents to others or usé

can sell the
tments.
ry : A patent holder’s exclusive rights
he patent—granting country 0¥ region.
‘Patent holders have the right to prevent
or importing the patented invention,
e of the_.Batent.'

nt infrin gement, the
tion for

eek damages, W
red due to j;he in

tﬁm »20, | How can individuals or businesses apply for and Protec .
Here" S o e
s a general overview of the process :
whether your ipvention 18
the criteria

L p
E - |
termine patent eli gibility : Determine
aw. Ensure that it meets

eligi
oi-g;ble for a patent under Indian] cots
velty, non-obviousness, utility, and industrial applicability:

1 seurch to chec

2 ¢
Yt?:;di::t B._patent. gearch : Conduct 2 tho!  to check |
Hag oo 613111:1011 has been patented pefore. This step helps 1% assessing
L yelty of your invention and can save time and pesources |
epare a detailed description Prepare 8 compre! Lensive des¢ ription
diagrams if upplimhle,

of your i
invention, including drawings or
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i b-17w (Co.g
4 Draft patent claims : Draft claims that define _
you are seeking. Claims should be precise and #pocifi

Gm-a&"l)
the 8eo e

pe o f'pmtecti

C in d 212 T |
essential elements of your invention, “8cribing the

5. Choose the right type of patent : Decide whether t appl
provisional patent or a complete patent, PYY for 4

6. File a patent application : File a patent application wit
Patent Office. You can do this online through the official
submitting a physical application.

7. Pay application fees : Pay the required application fees, which cp
vary based on factors such as the type of applicant, ( individual, smal]
entity, or large entity) and the number of claims.

8 Examination and publication : After filing, the patent application
undergoes examination by the Indian Patent Office. The application is

published after 18 months from the filing date or the priority date,
whichever is earlier. -

h th(} [ndj;]n
Website op by

9. Respond to office actions : Address any objections or requests for

clarification issued by the patent examiner during the examination
process. -

10. Grant of Patent : If the patent application meets all requirements and

the examiner is satisfied, a patent is granted, and the patentee is issued
apatent certificate.

Que 5.21. I What is copyright ? What are the requirements for
obtaining copyright ?

Answer ] )

Copyright : e
1. Copyright isalegal protection granted to the creators of original literary,
artistic, musical, and other creative works,

2. It gives creators the exclusive right to reproduce, distribute, perfor®;
and display their works for a specified duration.

Ak to
3. Copyright is designed to encourage creativity and enable creaters
control the use and distribution of their works.

Requirements for obtaining copyright : To obtain copyright Pr
following requirements must be met

*+he aut!
L  Original work : It means that work should be the result of the 8!
creative effort and not a direct copy of someone else’s work.

2. Work must be fixed : The work must be fixed in a tanf{ibl‘e(;ﬁ:t
meaning it must be in a form that can be perceived, repre
communicated.

3. Authorship : The author is the person who creates V1°
copyright is automatically granted upon the creation of the

Otg('tlﬂﬂ
hor's

dium

. or

ad
g ane
g the work !
wors:

0
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TR ey
puration : Copyright protection lasts for the life
& an additional 60 years.

Introduction to Secur'it),r Policieg & Cyber Laws

time of the author plyug

Que 5.22. | What are the rights of a Copyright holdey ?

The specific rights of a copyright holder include
1. Reproduction right : The right to make copies of the work, whether
in print, digital, or any other is i

duplicates, print editions, or digital copies,

3. Public performance right : The right to publicly perform the work,
which applies to live performances ; concerts, and other public
presentations of the work. '- vV

4 Public display right : The right to
exhibiting artwork, showcasing seu]
in a public setting. e

5. Derivative work rj ght : The
the original, such as ada : tat’

pubhclyd play the work, including
ptures, or Presenting visual materials

r ght to create derivative works based on
, translations, remixes, or modifications.

: The right to contro] the, d1str1but10n of
onli __ or digital downloads of the work.
T Exclusivity : Copyright holder

s have the éiﬁlqsivel‘ﬁg‘ht to exercise
these-l_lghtéi-;i?ggve'g’l@ng others from using, reproducing, ordistributing
the work fﬁthﬁi@trﬁérmission. B € i
% Duration ; I many countries, copyright protection lasts for the lifetime
of the author plus an additional 50 to 70 years.
sferability and licensing : Co pynght holders have the o ption to
transfer gy license their rights to others,

nforcement : Copyright hOIders have the le gal right to enforce their
€xclusiye rights through legal action,

can individuals or businesses apply for and protect

by fo); uals ang businesses in India
L, Ving thege general steps :

; Teatiop of the orj
T creatﬁ,e WOI"k, co

can apply for and protect their copyright

ginal work ; Create an original literary, artistic,

. pyright protection is automatically granted upon the
Teation of the woy €

.
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t and fix the worj ;
ation : Documen t n §
o Documentation Pndt}i:;xwork ghould be recorded, written down, o
tangible m;::adu:.v:;'nl.1 :1 ;;B(-:»a & Yiverc oived, reproduced, or communicageq
saved in a form

: include a copyright notice op, th
Tt 1 advisable to inclu ; _ ¢
3. Copyright notice : I:gﬁtan:tice includes the copyl'l_ﬁill: symbol (©), the
work. ? ;yﬂlgﬂﬁg‘?ﬁ on, and the name of the copyright owner,
year ot irs

; i rotection is automatic upgy

i s While copyright protection is auto ,

4. Registmfigfzi(ggzll:;l ra&sineﬂﬁﬂﬂ can choose to register their copyrighy
tionl 1n 1 L] .

ilec f the work, including
Re ing : Maintain detailed records of the work,
. :ﬁord k?:;}:;: gancI;rI :;3 correspondence related to 1ts.-.c;’ea§10n.
drafts, revi )

e ’ ish to grant
& Liosnsingand pormissions 030 00 0 i ghgreements th
zzzg?‘;]{:}igl’z?ris and conditions of use. . :

7. Enforcement : If someone infringes on y
- work without permission, you ha

copyright by using your
; the legal ‘right to enforce your

: What are the requirements for

&

1. Atrademarkisa distinctive sign or symbol, suc}}:_;ajg%word, P;risi?lc;iti
sym’bol,das; or combination thereof, that is use_d._____t_o i enf oghers.
distinguish goods or services offered by one party from those 2 %
f’rademarké-"ére valuable assets for businesses and play a cr.uc1al ro feair
bra.ndlng,consumer recoagsiﬁ'a__n, and ro_E_e'dtion against un
competition. i

Requirements for registerin ;
registering a trademark include :
1

- r
mark : The requirements fo

& :,,,"':.* ; sed
Distinctiveness : To be eligible fortrademark registratloﬂs_ the p rOp::ods
trademark must be distinctive and capable of distinguishing the§
or services of one entity from those of others.
Non-descriptivenes

of the goods or servic

Non-deceptivene

; Tikely to
; 88 : The trademark must not be deceptive 0T Like’y
deceive the public

: i cal origt?
regarding the nature, quality, or geographicé
of the goods or Bervices, q : X

iptive
S : The trademark must not be directly descriP
es it represents.

related class of

B00ds or seryiceg.
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5. Notoffensive: Trademarks that are
may be refused registration,

g Not prohibited by law : The trademark
any law in India, including being contrary to public policy or morality.

7. Proper re.presentatitm : The trademark must be represented
graphically in a clear and specific manner,

Introduction to Security Policies & Cyber Laws

offensive, Scandalous, or immoral

should not be prohibited by

| What are the rights of a trademark holder ?

TE;;peciﬁc rights of a trademark holder include :

1. Exclusive use: Thpf primary right of a tradexq@fkfholder 1S the exclusive
right to use the registered trademark in connection with the specified
goods or services for which it is registered:

2. Prevent others from using similar marks : Trademark owners
have the right to prevent others fro trademarks that are identical
or similar enough to their own tra $

3. Protection against infrin
action against individuals
rights.

4 Exclusive right tolice
grant licenses to others, a
purposes and er

5 P ion

Trademark owners have the authority to
lowing them to use the trademark for specific

ain conditions. L D Y &Y

t dilution : Trademark holders can protect their

st dilution, which occurs when the distinctiveness and

ofthe trademark are impaired by the unauthorized use of a

even if there is no likelihb’éé of confusion.
£: Trademark bolders have the legal right to enforce their
ights through legal means.

Use as c;llateral : Tradem
financial transactions.

Indivigy
by fol

als 61- businesses can apply for and protect their trademark in India
lowing these general steps :

£ T"ademark search : Conduct a comprehensive trademark se"clrch‘ to
“nsure that the proposed trademark is unique and does not conflict with
2, Xisting trademarks,

Ideﬂtify the appropriate class(es) : Determine the class or classes of
£90ds or gervices for which you intend to use the trademar k.
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Create the trademark : Design and create your trademark_

Draft the trademark application : Prepare the tradem ark g
Specify goods or services : Clearly spe
associated with your trademark.

Pay the application fee : Pay the prescribed filing fee, whj
based on factors such as the type of applicant and the number
of goods or services.

Pplicatign
cify the goods or S€TViceg

ch varigg
of Cl&sslag

Trademark examination : The trademark application underggeg
examination by the Trade Marks Registry.

Publication and opposition : If the trademark application passes
examination, it is published in the Trade Marks Journal. This publication

opens a window for third parties to oppose the reglstratlon if they believe
it conflicts with their rights.

Registration : If no opposition is succe sSft‘il' '__r i aﬁy opposition issues

Trademark

_ Protects orlgmal E'E;I:';)t?cts brand
|inventions and |creative works. . |names, logos,

innovations. ymbols_._____
Inventions, therary, art1st1c | Symbols,

| processes, P musmal. . names, logos,
products. £ slogans.

3. |[Subject Novel and Orlgmal creative| Distinctive o
matter useful ideas. expressions. signs for goo
g services.

4. |Duration |Typically 20 Generally life of the Indefinitely
years from filing| author + 60. renewable.

5. |Registration|Yes No Yes

required j//J

©OO
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o
Introduction to
NIT Cyber Crime
B | (2 Marks Questions)

1.1. What is cyber crime ?
Ang. Cyber crime is any illegal behavi
operations, that targets the see

data processed by them.,

or, dlrectad by means of electronic
urity of computer systems and the

12. Discuss types of attacks

Ans. Types of attacks prevalent in
1. Techno-crime

2. Techno-vandalism

pvalent in cyber crime.
yber crime :

oups who engage in illegal
hnology and the internet to

L5. What are the types of cybercriminals ?
Ang, Following are different types of eybercriminals :
e I : Cybercriminals — Hungry for Recognition.
2. Typell: Cybercriminals — Not Interested in Recognition.
3. TypeIIl: Cybercriminals — The Insiders.

L6. What are the different categories or types of cyber crimes ?

FOllowing are the different categories or types of cyber crimes :
L. Cybercrime against individuals (persons).
2, Cybercrime against assets (property). . ‘
4' ybercrime against organizations (government, business and social).

Cybercrime against society.

—
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2 Marks QUEBtions

1.7. What are various cybercrime conducted a
(persons) ?

Following are various cybercrime conducted
(persons) :

E-Mail spoofing

Online frauds

Phishing

Spamming

Cyberstalking and harassment

gainst individu <

o1 60 19 ]

b

What are various cybercrime conducted against asgetg
(property) ? :

?

Following are various cybercrime conducted against assetg
(property) : . Y

Credit card frauds
Intellectual Property crimes
3. Internet time theft

Ny =

What are various cybercrime conducted against
organizations (government, business and social) ?
Ang, Followdngarevariougé;gybei;én
(government, business and social) ;
1. Unauthorized aceessing of computers
2. Password sniffing.
3. Denial-of-Service (L
4. Virusagtacks =
1.10.
Ans,

0S) attacks

. What are various ¢
Followin

1 Forgery

2. Cyberterrorism

3

1

ybercrime conducted against society ?
g are various cybererime conducted against society :

. Web jacking

Amg. F 9llow@ng is the impact of cybercrimes on individuals :
1. Financial losses
2. Privacy invasion
3. Identity theft
4. Emotional distress
1.1_2. ;VTlat is the impact of cyber crimes on property ?
Ans. Fo owing is the im t : :
T, e Pact of eybercrimes on property :
2. Ransomware
3

. Disruption of serviceg

What is the impact of cyber crimes on government ?

against individualg

ime conducted against organizations
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Cyber Security
e

ang Following is the impact of ¢
1
2
3
4

o Sam-ﬂ & 4)

be
. National security threats ybercrimes on government :

. Economic impact
_ Data breaches
Intellectual property theft

1.14. Discuss the survival mantra for
security.

“:. The 5P netizen mantra is the survival mantra for online security :
B.

the netizens for online

Precaution : It involves being cautiou i
risks and threats when using tl?e intern:t.and e s
Prevention : It entails taking proactive meagures to reduce the
likelihood of falling victim to online threats: y

C. Protection : Protection involves implementing sécurity measures
to safeguard personal data and online accounts.

D. Preservation : Preservation emphasizes the importance of
preserving digital assets and records securely.

E. Perseverance : Perseverance represents the ongoing commitment
to maintaining online security.

L15. What do you understand by cyber offenses ?

An& Cyber offenses, also known as cyber crimes, are criminal aetivities
committed in the' digital realm using computer networks, the
internet, or other forms of technology. '

.:?..‘:.'QP‘;

s hackers, crackers and phreakers.

and kﬁ%wledge who use their expertise to explore and manipulate
i computer systems, software, and networks. ‘ 2
. Crackers’ Crackers are/individuals who'engage in malicious or
-Mj'ﬁstivities, primarily focused on circumventing software
i ing are li ion) to gain
rotections (e.g., cracking software licenses or encryption) te
2 o ftware for personal gain.

unauthorized access or manipulate so ersonal gain.
3. Phreakers : Phreakers, short for “phone phr_eak;, are mdlwd;al:

who manipulate or explore the telecommunication SyStEI]]b,] 0 n:

with a focus on gaining free access to phone Services of exploring

the inner workings of the telephone network.

Is plan the attacks 7 o
ved in planning cyber crime
ing).

117, Explain how cybercrimina
AM& The following phases are invol
; nnaissance (Information Gather

2. Scanning and scrutinizing.

m access).
a Launching an attack (Gaining an

d maintaining syste

LI8, Bxplain the term “Social Engineering”™
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Ang.

-

=

N

; Following are some
. Sending fake e

lm' G“'eke}’charactenstmsof cyB

i ing” t of manipulative techniqy,
P neering” refers to a se Qs (hyy
nglzr?;gi‘nals use to exploit huraa.n paych?logy and det:eive
gdividu als into divulging confidential information.

Give classification of social engineering.
Social engineering 18 classified as follow :
Human-based social engine.erlng.
Computer-based social engineering.

What are the ways of getting desired information using
human-based social engineering ?

Following are some of the ways of getting desired information :
Impersonating an employee or valid user.
Posing as an important user.
Using a third person.
Shoulder surfing.
Dumpster diving.

£

Key characteristics of ¢vh
Repetitive behavior,
Unwanted contact.
Anonymity,
Monitoring,

Threats and harassmen
Manipulation, i

Mention th
o e types of cyber stalkers.

r€ Are primar:

Online :tg:;:ﬁ:}y t“"? types of cyber stalkers : -
cyberatalking prim.alr,—?h_“e stalkers are individuals who engag® 1

realm, They uge the | 4 througt, digital means and within the v “‘tu.q
intimidate, op ¢ internet ang various online platforms to haré>”
o 1 OF threaten their vic i ple
Offline stalkepy , Ol D,
individuals wh initia i

qreé
Stalker s athar t“-l“d_ t'll‘
lly estal, 8, on the other

1 . d 1t 1
lish their obsession or harassme!
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the physical world but may use online tools or infi ti ;
their stalking activities. information to further

1.25. What do you mean by cybercafe ?
bercafe is a physical establishment or business where customers

Ans: ACY
can access computers, the internet, and various online services for
a fee. These cafes typically provide public access to computers and

the internet to individuals for a specified period.

1.26. What are the measure an individual should take while using
the computer in a cybercafe ? -
Following are a few tips for safe
computer in a cybercafe :

Always logout.
Stay with the computer, avoid leaving it un: tel}&éd.

Clear history and temporary files. #
Be aware of your surroundings

ty and secuntywhﬂe using the

o O oo

127. What are Botnets
hyromised computers (bots) that are

eriminal or a group of cybercriminals
or “botmasters.” These cgmpromised
y infected withj;;;;;_nalicijé:us software or
o attacker to gain control over them.

known as “bot he

“attack vector” ? _

ans by which a cyber attack can be
tem, network, or organization. It
aver a malicious actor or
promise the security

you mean by
. vector is a path or ame

avenue that
es and com
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2.1. What are different types of mobile computers have been
introduced in the market ?
Ans. Many types of mobile computers have been introduced since 1990s
They are as follows
1. Portable Computer
9. Tablet PC
3. Internet Tablet
4 Personal Digital Assistant (PDA)
5. Ultramobile PC (UMPC)
6. Smartphone
2.2.
Ans.

What are different mobility types : ?
Following are different mobility types:
1. User mobility: User mobility refers to the ability of individuals1o

_move physicallywhile maintaining network connectivity and access

4 toservices.

2. Device mobility : Device mobility refers tothe ability of devices 0

"\3_1?} move between different access points or networks while
%mntalmngumnterrupted connectivity.

3. Session mobility : Session mobility refers to the capability ¥
transfer an ongoing network session from one device Or network
to another without interruption.

4. Service mobility : Service'mobility involves the ability to access
the same services or applications from different devices oF Jocations:

What are the popular types of attacks against 3G mobile
networks :

Malwares, viruses and wo
: rms
Demal—of—Service (DoS)
. Overbilling attack

S?oofed Policy Development Process (PDP)

23.
1 Lop ty'pes of attacks against 3G mobile networks are a5 follo™
2.
3
4,
5. Signaling-level attacks

_
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ﬁt do you memM

and wireless computing ?
In the context of mobile and wireless co
ABE: refers to fraudulent activities that invo
credit card information in

Mputing,
Ive the un
mobile or wirelegs ty

credit card fraud
authorize( use of
ansactions.

25. What are different types and techniques of credit card
frauds ?

ypes and techniques of credit card fraudg ¢
1. Traditional techniques :

i ID theft

i. Financial fraud
2. Modern techniques :

L  Triangulation

. Creditcard generators

26. What are the securj
to cybersecurity ?

Ang. Mobility brings two main

L. On the hand-held devic

Physically controlled envir

2. Remote access back t

hallenges 0 Cybersecurity :
ormation is being taken outside the

otected environment is bein‘g"':-:grranted.

al hallenges associated with

ty ?
Ang Authentication services sec
Practiceg pu

access g
authorizeq

urity refers to the measures and
tin place to ensure that users and devices attempting

network, application, or service are legitimate and

29,

Diseygg the ¢
E“bjected to

Pu‘Lbile devices are subject to following types of attacks :
h attackg

By attackg
C r&gh at t&cks

ypes of attacks to which mobile devices are

_c.:_m_'—'!
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210. Describe the various types of attacks against mohile/eq
phones. _ :

Following the various types of attacks against mobile/cell phopeg :
Mobile phone theft

Mobile viruses

Mishing (Mobile Phishing)

Vishing (Voice Phishing)

Smishing (SMS Phishing)

Hacking Bluetooth

P’F—"PP’N!"‘E

211. What are the various security imp

organizations related to mobile devices ?
Ang Following are various security implications for organizations related
to mobile devices : |
Managing diversity and proliferation of
Unconventional/Stealth storage device
3. Threats through lost and stolendevi

lications for

hand held devices.

i

o toward safegaurding
 in the mobile computing

2.12. Discuss what organizat
their information
paradigm.

A#ng. Organizations can
systems :

1. Encrypting org
2. Including mobile

- encryption of database files ?
Following two algorithms are emplo
. . encryption of database files : '

2. 'The Multi-Dimensional Spac

to implement strong

tation (MDSR) algorithm

Following are different way&to'e y ; g
p aystoc devices:
- Creating a distinct mobil ySto'create policy for mobile dé

e computing policy.
under existing policy.

- What are different wafé"t}, crélai;e policy for mobile devices’
!
2
3
e devices fall under both existing genera‘

. Incluc.ling mobile devices
; HyII)rlld approach (mobil
policies and a new one).

©O®
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Tools and Methods
Used in Cybercrime
(2 Marks Questions)

3.1. Describe the basic stages of attack through which attacker
can compromise a network.
ams Following are the basic stages of attack through which attacker
can compromise a network : .
1. Initial uncovering :
2. Network probe (investigation)
3. Progressing toward electronic crime (E-crime)
4. Capturing the network /' h
5. Grab the data b
6. Covering tracks
32,
Ans

Briefly explain proxy servers.
A proxy server, situated within a network, §érves as an‘intermediary
for conﬁactmg' with other computers on that'same network.

=l
2 Y

e

_ 2 e in anonymizer.
. gn_mwm;er, also known as an.anonymous proxy, is a tool
Q ealgn&ﬁ to gnhance onlim? privacy by rendering internet activity

5

=i,

b

Phishing” is a term denoﬁng_ a cyberattack tactic that involves the

use of email programs to triek i i i '
! ek internet users into divulgin
confidentia] information. - e

4. What is phishing ? ¢ e

d

h:&. H‘fw Phishing works ?
L hers work in !:he following ways :
9 B!!tup :llf $ P.'hmhmg attacks begin with meticulous planning

t?na_stage, phishers establish the infrastructure required

3, r phishing campaign.
4
B,

ack: () . 2 e
C““Gctio nce the setup is complete, phishers initiate the attack

for thej

N i As recipients fall for the deception and respond to the

Phighj

Id l':;ltgmes:tageﬂ, phishers collect sensitive information.

Proceeq x and ﬁund_: With the collected information, phishers
arry out identity theft and fraudulent activities.
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3.6. What do you mean by password cracking 7

Password cracking is & process of r?covering passwords from daty
that have been stored in or transmitted by a computer system,

3.7. What is the purpese of password cracking 7
aus The purpose of password cracking is as follows :
1. To recover a forgotten password.
2. Asa preventive measure by system administrators to check for
easily crackable passwords.
3. Togain unauthorized access t0 & system.

38. Discuss the categories of password crack
Angs Password cracking attacks can be classified un

as follows :

1. Online attacks.

9. Offline attacks.

3. Non-electronic attacks (e.g\; ering, shoulder surfing
and dumpster diving). w

39. What do you mean h g (keystroke logging) ?
Ass: Keylogging involves K

ic gﬂlﬂ}f de

i

between
cording every

' X rdware, re

2. Hardware k AT N J

devices. They‘z‘laociiir : Hardware keyloggers are o mpact physica!

each keystroke ei ect.ed tothe PC and/or the keyboard, recordiné
e either in a file or in the device's memory-

3.11. What d
0 you understand by antikeylogger 7

Aug: An antikeyl :
keyloggemytﬁagfﬁ;;: bz tool designed to identify and remoV®
en installed on a computer system

312, Gi
ive the advantages of antikeylogger

Ana., A-dvantﬂ y
1. Detecti i of antikeylogger are as f
tion and removal re as follows

2. Protecti of keyh, YOTars
-y ion f_rom unauthorized .Bg,t'rh."
enting identity theft surveillance
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4,
b.

3.13.
Ank.

314,

3.16.

@ppypri

d.16.

Ang,

28, Whad g0

H g0
[
E s i ¥

Preservation of online security,
Protecting business and financial data,

What do you mean by spyware 7

Spyware is a type of malware

. that is installed on computers which
collects information about ug

ers without their knowledge

What is a computer virus ?

A computer virusis a program that can “in

fect” legitimate software
by altering it to incorporate a potentially

mutated” vergion of itself

List various types of viruses,

Following are various types of viruses :
Boot sector viruses

Program viruses
Multipartite viruses
Stealth viruses
Polymorphic viruses
Macro viruses

What is a computer'worm ?, .
A Computer worn;,,nié& e of ‘malware computer preogram that
Possesses the ahilit plicate itself. It leverages a computer

ribute opies of itself to other nodeg;or com puters,

ork, often accomplishi%;j:his Wlthﬁu'? féquiring

you understand’by Backdoor ?
Or provides a means of accessing a computer program

YPassing its securify.mechanisms. A backc_lour grants
usindividuals the capability to execute any conceivable action

A backdo,
while p
Mmaljcig

N a compromiged system.

How to protect Your systems from Trojan Horses and
backdmra ? m .
Folloy, the given steps to protect your systems from Trojan Horses
and backdogyg -

tay away from Buspect websites/weblinks
[1:; on the Wel, cautiously.
tal] antivirun/']‘rojan remover software

Whnt, do you understand by steganography ?




2 Marks Questions
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act of hiding 8 file, message, image, or

Ans. anogra hyinvolves the ; '
\Sritggo mgtlinfl another file, message image, or video. The term
“steganography” s derived from two Greek words: “steganos.” which

means “covered, concealed, OF prot.octed, and “graphein,” which

means awriting.”

d by steganalysis ?
tifying conce aled messages within
hat have been encoded using

321. What do you unde
e practice of iden

St sisis th
e ega.nal:f : ‘deo files t

steganograp A

322. What is denial-of-service (DoS) attack ?

Ans A DoS attack is an attempt to malke a computer reso urce unavailable
toits intended users. In this type of criminal act, the attacker floods
the bandwidth of the victim’s network or fills his e-mail box with
Spam mail, making it hard for them to use their services.

323. Give classification of DoS attack.

ARS Classification of DoS attack ™

1. Bandwidth attacks X
9. Logic attacks

3. Protocol attacks © W
4 Unintentional DoS attack "

324. What is dlstnbuted denial-of-service (DDoS) attack?
ams DDoS attack isamalicious at tempt to disrupts ne tworksor websites
byﬂoodmgthem with massive traffic from multiple sources: Do
differs from traditional DoS as it uses multiple compromised devices,
forming botnets, for a coordinated attack. .

3.25. What is SQL injectiop®™ &
ans SQL _mgectmn is a methed of mjectin'g_ﬁ"cude that takes adv antage of
;se]funty Weakne_ss occurring in the database layer of an applicati®™
3 servers, which are commonly used by many organization® Lo
store sensitive data, are the'primary targets of these attackers:

3.26. What is Blind SQL Injection attack ?

Ans. ?ﬁirigihti%iegion is employed when a web app
y to SQL injection, but the attacker cann

the outcomes of the injection.

lication h&®
ot dir‘ECtlY se

ﬁ rh:jt;‘ is buffer overflow ?
b
Pl'Ocesesrsin’:;g g:tla&il:io klfu? n as a buffer overrun, occurs ‘;t}ﬁr :
by the programm & bulier beyond the memory cate® . .
such aéj meg;rnm.}, :cr. This can lead to unreliable progr®® h;_‘;gs:
or even a COmpromc;;:SOefrrors, incorrect result-s, progl‘tlll‘ cr
system security.
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328. What are different buffer gye
Following are different buffer oy
1. Stack-based buffer overflow
2. NOPs (no-operation instructiong)
3. Heap buffer overflow

rflow attackg 7
erflow attacksg -

329. How to minimize buffer overflow attacks ?

Following methods help to minimize buffer overflow attacks :
. Assessment of secure code manually,

. Disable stack execution.
. Dynamic run-time checks.

Following are different components of
. 802.11 networking standards :

. Access points

. Wi-Fi hotspots
. Service Set Identifier (SSID
. Wired equivalence privacy (WE )

Ans.

1

2

3

330. What are different components of wirele

Ans.

1

2

3

4

5

6. Wi-Fi protected access (WE;
7

331. Discuss some &

ditional techniques of a taeks on
wireless n ? :

e,0f the traditional techniques of atfcks on

5; M
5. Encr

Phishing is a cyber attack techniquein which attackers impersonate
legitimate ind:viduals, organizations, or entities to trick mdlv_iduals
into revealing sensitive information, such as passwords, credit card
Numbers, or personal data.

What is spam e-mails ? _ o,
Spam emails are types of unsolicited or Qecepiflve emz.au Ss.ee ]Ex ng
€mails are typically commercial or promotional in nature,

Profit or engagement with recipients.

Ang What is hoax e-mails ?
; i ' ils. Hoax
08X emails are types of unaolimtegl or decgpt;‘;;i ?f:;;cllssto ;E‘es’
mails aim to deceive or misinform recipients with fabric
Warnings, or falge information.
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Understanding
Computer Forensics
(2 Marks Questions)

41. What do you understand by cyber foren:
Ans: Cyber forensics is simply application of comp
analysis techniques in the interest o deter,
evidence. :

42. What is digital forensic
Ang Digital forensics entails mployi
the dependable and~
comprehension, and
“cyberforensics”

g analytical methods to ensure
mp ' gathering, examination,
position of digital proof, The goal of
digital proof of something &pecific or

f digital

Following are examples 0 some typical scenarios in which digital

forensics g used :
mployee internet abuse.

Data leak/data breach.
th.lustrial espionage.

CI‘}mmal fraud an
Criming] cases,

C“DYl‘ight violation,

d deception cases.

53 peseion g

What i the need for computer forensics ? -
> Beed for computer forensics can be attributed to two a;()ir
'S law enforcement's growing reliance on digital evidence

versal proliferation of computers resulting from the
Focomputer revolution,

€ unj
Inje
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46. What is “chain of custody” concept ? |
ank 1t refersto the chronological recprd or dmt;mentatlon Process thyy
signifies the acquisition, possession, con.tn.o i transfgr, eXamination,
and final handhing of evidence, whether it is in physical or electronie

form.

A7. What do you understand by digital evidence?
asg Digital evidence refers to any information or data that is stored or
transmitted in a digital form and can be used as evidence in lega]
proceedings. 1t encompasses a wide range of digital sources,
including;: electronic documents, computer files, log files, metadata,

internet activity and device information.

48. What do you understand by “Rules of evidence” ?

ams The Rules of Evidence under the Indian Evidence Act, 1872, provide
o structured framework for the admission and exclusion of evidence

in Indian courts. These rules play.a pivotal role in ensuring that
trials are fair, evidence is rehable,and justice is served.

49. What do you understand by forensics analysis of e-mail ?
ams. Forensic analysis of esmails is a process of systematically examining
e-mail messages and associated data to gather evidence for legal or
investigative purposes. This type of analysis is commonly used in
various fields, including law enforcement, corporate investigations,

cybersecurity, and legal proceedings. :

for forensic purposes. 3
ans. Following are the key steps involved in tracing an email for forensic
Purposes : - 4
1 Examine e-mail header
2. Review “received” sections
3. ldentify source server
4. Analyze timestamps
5. Examine e-mail content
6. Check server logs
7. Follow IP addresses
8. Utilize timestamp analysis
9. Beware of fake headers
10. Explore X-headers

410, - Outline the various key steps involved m .tr'a:éi'ng an email

411. What d
0 you understand by digital forensics process T o
olves W

e The digital forensic o
preparation and ;;‘;:‘ui::“tLe_a&s e 1“_{;111 procedure that 1nVv yigit al
forensics evidence congi ﬂt"“} ofevidence in a legal context .i-lt"'
witnesses to help 818ts of digital exhibits presented by quali
P establish facts and legal theories in & case
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4.12. What are the varioug
. forensics investigatio
Forensics life cycle inyo]

. Preparation and identif;

Phaseg involy
N procegg 7

ves the followin,
cation of gy

od in the Ii

vWing phageg .
idence,

.qmmnhmboﬂa
Q
o

bl
(¢ |
5
=
(=8
-y
(]
o
8

oL
=

=]

4.13. What are the vario

alt ams mayprep
ies to gather informat;

Deve

are written questions for
ation about the cage.

oping a strategy to pre"&ent data

Discovery requests

2 5

egal teams request relevant evidence from
OPPosing partie

ding electronjca]ly.;sgpred information.

ypes of digital _é;mly_sis that can be
ured forensics evidence ?

e the different types of digital analysis that can be

N performed on the captured forensics evidence :

2. Mec amanagement analysis

File system analysis |

Application analysis Y |
etwork analysis L4

age analysig
Videg analysig

~N oo s oo

4.15,

?Vhat are the typical elements of a digital forensics
anestigation report 7
Fouowmg
Teport .
Identity of the reporting agency.,

ase identifier op submission number.

86 investigator.
Identity of the submitter.

of receipt,

are the typical elements of a digital forensics investigation

om0 E
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4.17.
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Date of report. -
Descriptive list of items submitted for examination.
Identity and signature of the examiner.

Brief description of steps taken during examination.
Results/conclusions.

What is network forensics ?

Network forensics is a branch of digital forensics that focuses gp
the monitoring, analysis, and investigation of network traffic and

data to uncover security incidents, cyber attacks, and other network-
related crimes.

What are the phases involved in ¢
investigation ?

investigation :
Secure the subject system..
Take a copy of hard drive/dis
Identify and recover all files.
Access/view/copy hidden, p
Study “special” areasion
Investigate applicatio :

g ﬁlings to be avoide
investigation ? .
to be avoided :

computer

te/time stamps
‘data B,

What are the things that cannot be avoided during 2
computer forensics investigation ?

Things that cannot be avoided :

Engagement contract

Non-Disclosure Agreement (NDA)

Customer agreement

Legal definitions

Which important
investigation eng
Following importan
up a forensics inveg
Authorization

Conﬁdentiality

elements are addressed in a forensics
agement contract ?

:'eler_nenta are addressed before while drawin8
Igation engagement contract :
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C.ybef security
g, payment
4 Consent and acknowledgment
5. Limitation of liability
421. What is a “social networking” site 7
AR P, -socia! ne_tt}'arking” site is an online platform or website that
enables individuals to create digital profiles, connect with other
asers, and engage 1n various forms of social interaction and
commwication.
422. What are the security threats that can emanate from social
networking gites 7
ADE. Security threats that can emanate from social networking sites are
listed below :
1. Corporate espionage : Social networking sites ean be a source of
information leakage for organizations.
9 ID theft: Personal information shared on gocial networking sites
can be exploited by cybercriminﬂls foridentity theft.
3. Bullying: Social networks can become platforms for cybe rbullying
4 Infiltration of networks: Attackers can infiltrate social network
connections and gain access tosensitive personal data, potentially
leading to data pbreaches.
5. Stalking: Social-hetworking sites can be exploited b¥ stalkers to
gather information about their targets.
423. What are the challenges in computer forensics ?
puter forensics -

)

5
8

. ‘Adaptation to techno

wing are the challenges in com

‘Data velume challenge

Data tampering risk
Privacy ¢oncerns
logical advancements

N!!“'V'cu'k forensics challenges

Examination backlog

©O0O
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Briefly explain Information Technology Act, 2000 (ITA 2000).
The Information Technology Act, 2000 (ITA 2000) is an Indian
Jegislation that governs electronic commerce and digital
communication. It provides legal recognition to electronic
transactions, digital signatures, and electronic records. The act also
addresses cyber crimes and penalties for unauthorized access, data

theft, and computer-related offenses.

What is Indian Computer Emergency Response Team

(CERT-In) ?
CERT-In is the nodal agency for cyber security in India. It is
responsible for respending to cyber incidents, coordinating with

law enforcement agencies, and issuing security advisories.

What is National Cyber Security Coordinator (NCSC) ?
The NCSC is the apex body for cyber security in India. It is
responsible for coordinating the efforts of various government
agencies and stakeholders to protect India from cyber threats.

What are the rights of inidividuals under Indian cyber law ?
Individuals have a m;:mbe ' f rights under Indian cyber law,
including the right to : = - ’

Privacy P
Access to information
Free speech [
Compen_s'afidii._\; -

-

What are the rights of organizations under Indian cyber

law ?s

Organizations have a number of ;rights undér Indian cyber law,

includingthe rightto: »~ % |
Protect their intellectual property.
Protect their business data”

Take action against cyber criminalg

What are the latest developments in Indian cyber law 7
The latest developments in Indian cyber law include :
The Digital Personal Data Protection Act, 2023.
The Womation Technology (Intermediary Guidelines and Dagital
Media Ethics Code) Rules, 2021.
Th I“d{an Cyber Crime Coordination Centre (IC3).

¢ National Cyber Security Strategy, 2020.

m"h’[‘)F'.Digital Personal Data Protection (DPDP) Act, 20237
Digital Personal Data Protection (DPDP) Act, 2023 is a law of
arliament of India to provide for the processing of digital

"
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t recognizes both the right of

personal data in A manner tha
data and the need to process

individuals to protect their personal
such personal data for lawful purposes

What are main objectives of the DPDP Act 7

518
amk The main objectives of the DPDP Act are to
1. Protect the right of individuals to privacy and to p

disclogure, modification, a7

rotect ther PeTETL

data from unauthorized access, Use,

destruction
Promote responsible data processing practices
Establish a framework for the governance of digital personal data

in India

by organizations

=

5.13. What are the rights given to individuals by DPFDF Act 7
The DPDP Act establishes a number of righta for individuals
including the right to

Access their personal data,

Correct their personal data,

Erase their personal data.

Object to the processing 0f their personal data.

Port their personal data.

ol ol o o i

5.14. What is intellectual property (IP) 7
Intellectual property (IP) is a category of property that includes
intangible ereations of the human intelleet.

5.15. . What are the different types of intellectual property 7
Following are the different types of intellectual property
Patents

Copyrights

Trademarks

Trade secrets

#FMF!

5.16. What are intellectual property (IP) issues ?

AEE Intellectual property (IP) isstesrefer to legal and ethical challenges
related to the protection and management of intellectual propert)
rights.

8.17. Frﬂﬂl;ie E_Iu'mph"s of common IP issues that individuals ©
organizalions may lace
REE Following are some L."-"““i"l'":‘ f co

or organizalions may face

LMMOn
i rl

opyrighl iminngemaent
Trademark infringement
“Iruhil secriel Lheft

- Tl h e

a
Patent infringemeni
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523, What are the requirements for obtaining © o
RS Ty obtain copyright protection following requiremen

. Non-obviousness
. Usefulness or utility

e SQ-23 W (CC-Bem-3 4 4)
Counterfeiting —
Plagiarism
How can businesses protect their i
rights in the digital domain? e lan) praperiy
Businesses can protect their intellectual :

Registering their IP rights. i i
Develop a comprehensive IP policy.

Using technical measures.

Educating employees and customers.

Monitoring online activity.

Taking legal action.

How can individuals protect their intellectual property
rights in the digital domain? . .

Individuals can protect their intel_l:ecf’tiﬁ.l;,proriﬁrt'y rights by :
Understand IP laws. Ny W 4

Respect copyright and licensing.

Protect personal data.

Use strong passwords g?é’

Report infringemen

Taking legal advice. -

What is a . ' 7 .

A patent ent that grantsthe inyentor exclusive

e,”ﬁ'nd sell an invention fora certain period. It is
tual property protectioq:ﬂeﬁigx}ed to encourage

he requirements fogfumnhﬁ a patent ?
are the reqmrﬂfﬁénts fﬂ_r:-_qbtaining a patent:

&y

el %

Subject matter eligibility g’ f

. Adequate disclosure
. Claim specificity

What da voy t? * original
cop?r'ight i8 mﬁl p-mtect,ion granted @o th(’! t-:rt.*alttur:ilnl origl

literary, artistic, musical, and other creative wor k?_ m:; y
the exclusive right to reproduce, distribute, perioti

their works for a specified duration:

@8 crealors
nd display

spyrilh" !
nust beé mel







Y A comprehensive book
Related titles in Quantum Series the big picture without svmu

hours over lengthy text books,

For Semester-3 & 4

Quantum Series |s the complete one-stop

(Common {o A||) solution for engineering student looking for
a simple yet effective guidance system f

Common Courses core engineering subject. Basecly on n:
. needs of students and catering to the

 Cyber Security requirements of the syllabi, this series

uniquely addresses the way in which
concepts are tested through university

 Python Programming

e Technical Communication examinations. The easy to comprehend
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